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(54) Legacy interface for communication with existing host systems (including passing object 
features) 



(57) An auiomated banking machine (12) is opera- 
tive to conduct transactions in response to HTML doc- 
uments and TCP/IP messages exchanged with a local 
computer system (14) through an intranet (16), as well 
as in response to messages exchanged with foreign 
servers (20, 22, 24, 26, 28.) in a wide area network (18). 
The banking machine includes a computer having an 
HTML document handling portion. The HTML document 
handling portion is operative to communicate through a 
proxy server, with a home HTTP server in the intranet 
or the foreign servers in the wide area network. The 
computer further includes a device application portion 
which interfaces with the HTML document handling por- 
tion and dispatches messages to operate devices in the 
automated banking machine. The devices include a 
sheet dispenser mechanism which dispenses currency 
as well as other transaction devices. The device appli- 
cation portion communicates with a device interfacing 
software portion in the banking machine through a de- 
vice server in the intranet. The device server maintains 
local control over the devices in the banking machine 
including the sheet dispenser. The banking machine op- 
erates to read indicia on the user's card corresponding 



to a system address. The computer is operative to con- 
nect the banking machine to the home or foreign server 
corresponding to the system address, which connected 
server operates the banking machine until the comple- 
tion of transactions by the user. 
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Description 

[0001]. This invention relates to automated banking 
machines. 

[0002] Automated banking machines are well known. 
A common type of automated banking machine used by 
consumers is an automated teller machine ('ATM"). 
ATMs enable customers to carry out banking transac- 
tions. Common banking transactions that may be car- 
ried out with ATMs include the dispensing of cash, the 
making of deposits, the transfer of funds between ac- 
counts, the payment of bills and account balance inquir- 
ies. The type of banking transactions a customer can 
carry out are determined by capabilities of the particular 
banking machine and the programming of the institution 
operating the machine. Other types of automated bank- 
ing machines may. allow customers to charge against 
accounts or to transfer funds. Other types of automated 
banking machines may print or dispense items of value 
such as coupons, tickets, wagering slips, vouchers, 
checks, food stamps, money orders, scrip or travelers 

. checks. For purposes of this disclosure an automated 
banking machine or automated transaction machine 
shall encompass any device which carries out transac- 
tions including transfers of value. 

. [0003] Currently ATMs are operated in proprietary 
communications networks, these networks intercon- 
nect ATMs operated by financial institutions and other 
entities. The interconnection of the networks often ena- „ 
blec a user to use a banking machine operated by an- 
« . other institution if the foreign institution's banking ma- 
chins is interconnected with the network that includes , 

. the user's institution. However when the customer op- 
erates the foreign institution's machine the customer 
must operate the machine using the customer interface 
that has been established by the foreign institution for 
its banking machines. In addition the user is limited to 
ths transaction options provided by the foreign institu- 
tion, . , 

[0004] A customer may encounter difficulties when 
using a foreign institution's machine. Problems may oc- 
cur because th9 user is not familiar with the type of ma- 
chine operated by the foreign institution. Confusion may 
result because the customer does not know which but- 
tons or other mechanisms to actuate to accomplish the 
desired transactions. The transaction flow for a custom- 
er at a foreign institution machine may be significantly 
different from machines operated by the user's home in- 
stitution. This may be particularly a problem when the 
user is from another country and is not familiar with the 
type of banking machine or the language of the interface 
provided by the foreign institution. Likewise, the docu- 
ments which are printed by printers in an automated 
banking machine are generally limited to a limited group 
. of defined formats in a single language. 

[0005] A foreign institution may also provide different . 
types of transactions than the user is familiar with at their 
home institution.. For example the user's home institu- 



tion may enable the transfer of funds between accounts 
through their automated banking machines, to enable 
the user to maintain funds in higher interest hearing ac- 
counts until they are needed. If the foreign institution 
5 does not provide this capability, the user will be unable 
to do this when operating the foreign machine. The in- 
ability of a user at a foreign machine to conduct the 
transactions that they are accustomed to may present 
problems. 

10 [0006] The networks that operate automated teller 
machines and other types of automated banking ma- 
chines generally operate proprietary networks to which 
access is restricted. This is necessary to prevent fraud 
or tampering with the network or user's accounts. Pro- 
fs prietary networks are also generally used for the trans- 
mission ; of credit card messages and other financial 
transaction messages. Access to such credit card 
processing systems is also restricted primarily for pur- 
poses of maintaining security. 
20 [0007] Communication over wide area networks ena- 
bles messages to be communicated between distant lo- 
cations. The best known wide area network is the Inter- 
net which can be used to provide communication be- 
tween computers throughout the world. The Internet is 
25 not widely used for financial transaction messages be- 
cause it is not a secure system. Messages intended for 
' receipt at a particular computer address may be inter- 
cepted at other addresses without detection. Because 
the messages may be intercepted at locations that are 
30 distant in the world from the Intended recipient, there is 
potential for fraud and corruption. 
[0008] Companies are beginning to provide ap- 
proaches for more secure transmission of messages on 
the Internet. Encryption techniques are also being ap- 
35 plied to Internet messages. However the openness of 
the Internet has limited its usefulness for purposes of 
financial messages, particularly financial messages as- 
sociated with the operation of automated banking ma- 
chines. 

40 [0009] Messages in wide area networks may be com- 
municated using the Transmission Control Protocol/In- 
ternet protocol (TCP/IP"). U.S. Patent No. 5,706,422 
shows an example of a system in which financial infor- 
mation stored in databases is accessed through a pri- 

*5 vate wide area network using TCP/IP messages. The 
messages transmitted in such networks which use TCP/ 
IP may include 'documents' (also called "pages'). Such 
documents are produced in Hypertext Markup Lan- 
guage ("HTML - ) which is a reference to a type of pro- 

so gramming language used to produce documents with 
commands or tags" therein. The tags are codes which 
define features and/or operations of the document such 
as fonts, layout, imbedded graphics and hypertext links. 
HTML documents are processed or read through use of 

ss a computer program referred to as a •browser'- The tags 
tell the browser how to process and control what is seen 
on a screen and/or is heard on speakers connected to 
the computer running the browser when the document 
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is processed. HTML documents may be transmitted 
over a network through the Hypertext Transfer Protocol 
(■HTTP"). The therm "Hypertext* is a reference to the 
ability to embed links into the text of a document that 
allow communication to other documents which can be s 
accessed in the network. 

[0010] Thus there exists a need for an automated 
banking machine and system that can be used in a wide 
area network such as the Internet while providing a high 
. level of security. 10 
[0011] Various aspects of the invention are exempli- 
fied by the attached.claims and by the list of sequentially 
numbered clauses 1 to 220 found at the end of the de- 
scription. ' . . . 
[0012] . It is therefpre possible to provide: 



75 



an automated banking,machine and system which 
provides a user with the familiar interface arid trans- 
action options of their home institution when oper- 
ating foreign institution machines; ' 20 : 

an automated banking machine which may provide 
more transaction options and types of promotional 
and printed materials to users; „ 

25 

an automated banking machine at which a user may 
conduct trjansactions; '* ^ . 

an automated banking rnachine that may* be oper- 
ated.through connection to a wide area network; ' 30 

an automated banking machine that provides great- 
er options for machine outputs; 

an automated banking machine that communicates as 
using HTML documents and TCP/IP messages; 

an automated banking machine that enables the 
connection of the banking machine to a user's home 
institution through. HTML documents and TCP/IP 
messages generated responsive to indicia on a 
card input by a user; 

an automated banking machine and system that ac- 
complishes transactions ovw 45 
while, maintaining a high level of security; " 

an automated banking " machine and system that 
controls connection of the banking machine to for- 
- eign addresses through a proxy server; 

an automated banking machine that limits the op- 
eration of devices in the machine through a local 
device server; . 



so 
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an automated banking machine and system that is 
operabie through connection to the Internet; / 



an automated banking machine that may be used 
to provide a user with more types of messages in- 
cluding messages targeted to particular users; 

an automated banking machine which is capable of 
providing users with a wider variety of printed doc- 
uments; 

an automated banking machine which provides ad- 
ditional options for identifying authorized users; 

an automated banking machine that can be used in 
connection with existing transaction systems while 
providing enhanced functionality; 

an automated banking machine which provides en- 
hanced diagnostic and service capabilities; 

an automated banking machine which performs 
transactions at a rapid pace; 

improved systems in which automated banking ma- 
chines are used; and/or 

improved methods j of operation for automated 
'banking machines and systems. 4 

[0013] According to one embodiment of the invention 
there' is provided an automated banking machine that 
includes an output device such as a display screen, and 
an input device such as a touch screen or a keyboard. 
The banking tnachine further includes devices such as 
a dispenser mechanism for sheets of currency, a printer 
mechanism, a card readlsr/writer, a depository mecha- 
nism and other physical transaction function devices 
that are used by the fhachine to accomplish banking 
trknsidctibns. 

[0014] The banking machine further includes a com- 
puter. The computer is in operative connection with the 
output devices and the input devices, as well as with the 
sheet dispenser mechanism, card reader and other 
physical transaction function devices in the banking ma- 
chiher The computer includes software programs that 
are executable therein. The software programs include 
an HTML document handling portion. The HTML docu- 
ment handling portion operates to send and receive 
- HTML documents and HTTP messages. The HTML 
document handling portion is preferably in connection 
with the output device to display screens including hy- 
pertext link indicators. The HTML document handling 
portion is also preferably in connection with the input 
device which enables user selection and the generation 
of response messages from the computer. The HTML 
document handling portion preferably operates in con- 
nection with a JAVA software environment and has the 
capability of executing instructions in JAVA script trans- 
mitted with HTML documents. 
[0015] The software in the computer further prefera- 
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oly includes a device application portion. Trie device ap- 
plication portion includes software that is operative to 
control the sheet dispenser and other devices. In one 
embodiment of the invention the device application por- 
tion includes a plurality ot JAVA applets for operating the 
devices in the machine. 

[0016] The computer in the automated banking ma- 
chine further includes a device interfacing software por- 
tion. The device interfacing software portion operates to 
receive messages from the device application portion 
and to cause the devices to operate through appropriate 
hardware interlaces. In one preferred form of the auto- 
mated banking machine, the HTML document handling 
portion, device application portion and dovtca interfac- 
ing software portion each reside on the same compute/ 
and communicate at diuerent IP ports. 
[0017] The automated banking machine in one con- 
figuration communicates using TCP/IP messages in an 
intranet which includes a plurality of such machines; The 
intranet is in turn connected to at least one computer 
which is operated by a home institution. The home in- 
stitution is the entity that operates the banking ma- 
chines. 

[0018]' The computer of the home institution prefera- 
bly includes a home MTTP se rver, a proxy server and a 
device server. Tii& proxy server communicates through 
the iniianet with trie HTML document handling portion 
of the software in each of the banking machines. The 
proxy server is also connectable to a wide area network; 
such as the Internet, to which foreign servers are con- 
nected. The device server is operative to pass messag- 
es between the device application portion and the de- 
vice interfacing software portion of the banking ma- 
chines. The device server may include monitor software 
which monitors and selectively limits the use and oper- 
ation of the devices in the banking machine. This pro- 
vides a level of security. 

[0019] The automated banking machine and system 
is operative to place a user in connection with the insti- 
tution where they have their accounts. This can be either 
the home institution that operates the banking machine 
where the user is present, or a foreign institution which 
is connected to the wide area network. To operate the 
banking machine a user provides inputs which corre- 
spond to an address, such as a URL address, through 
an address input device. The HTML document handling 
portion operates to connect the banking machine tc the 
server corresponding to that address. This is preferably 
accomplished by the user having indicia representative 
of the address on a card that is read by a card reader in 
the banking machine, or other input device which iden- 
tifies the user or an institution or entity with which the 
user has accounts. 

[0020] * The HTML document handling portion is re- 
sponsive to the address on 'the 'card or other input data 
to connect through the proxy server to the user's insti- 
tution. If the useVs home institution address corre- 
sponds to the home server, the banking machine oper- 
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ates responsive to messages frcm the home server. If 
however the user's input address corresponds to an ad- 
dress of a foreign server, the proxy server is operative 
to communicate through the wide area network with the 

5 foreign server at the customer's home institution. If the 
customer causes the machine to connect a server op- 
erated by a foreign institution, the HTML documents 
sent from the foreign institution correspond to those nor- 
mally provided by the foreign institution. As a result the 

10 customer is familiar with the interface produced by these 
documents and will be able to mere readily operate the 
banking machine. 

[0021] The foreign server or heme server operate the 
banking machine by sending HTML documents that in- 
15 cluds instructions for operating the devices in the bank- 
ing machine. The instructions are transmitted from the 
HTML document handling portion to the device applica- 
tion portion of the software, which operates the devices 
in response to the Instructions. The instructions from the 
. ?.o device application portion to the devices in the automat- 
ed banking machine are passed through the device 
server of the home institution. This helps to maintain se- 
curity. In addition, the proxy server includes screening 
software which limits the foreign servers which may con- 
25 nect to and operate the banking machine. This is re- 
ferred to as a "fire wall." > 

[0022] Some embodiments, of the present invention 
also provide enhanced user interfaces and for the print- 
ing of a vvido variety of documents with the banking ma- 
30 chine. Some embodimants enable achieving enhanced 
functionality while utilizing existing transaction networks 
and automated transaction machines. 

BRIEF DESCRIPTION GF DRAWINGS 

35 

[0023] Figure 1 .is a schematic view of a network con- 
figuration including an automated banking machine ap- 
paratus and system. 

[0024] Figure 2 is a schematic view of one embodi- 
es ment cf an automated banking machine. 

[0025] Figures 3 through 24 show schematic views of 
the automated banking machine, an intranet connecting 
the banking machine tc a computer system of a home 
bank arid a wide area network connecting the computer 
4* systom of the home bank to a foreign bank, 

[0026] Figures 3 through 18 schematically represent 
stops in a transaction carried out at the banking machine 
with the computer system of the home bank. 
[0027] Figures 1 9 through 24 schematically represent 
so steps in a transaction carried cut at the banking machine 
with the computer system of the foreign bank. 
[0028] Figure 25 is a schematic view of a network con- 
figuration including an alternative embodiment of an au- 
tomated banking machine. 
55 [0029] Figure 26 is.a schematic view of frames in the 
* HTM L document handling portion of the alternative em- 
- bodiment of the automated banking machine shown in 
Figure 25. 
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[0030] Figure 27 is a schematic view of a customer 
interface of an automated banking machine and function 
keys and keypad keys included in the interface. 
[0031] Figures 28-30 schematically represent exem- 
plary steps in converting function key and keypad key 
inputs to keyboard stream and mouse stream inputs. 
[0032] 4 Figure 31 schematically represents exemplary 
steps in printing documents with the automated banking 
machine. 

[0033] Referring now to the drawings and particularly 
to Figure 1 , there is shown therein a network configura- 
tion schematically indicated 10, which includes the au- . 
tomated banking machirte apparatus and systernof one 
preferred embodiment of the present invention; Network 
10 includes a plurality of automated banking machines; 
. 12 which in this embodiment of the invention are ATMs. 

~ ATMs 1 2 are connected to a computer system of a home 
. bank schematically indicated 14. \Home bank computer ; 

system 14 is the computer system that is opened by <> 
. the bank or other institution which has primary respon- 
sibility for the ATMs 12. Home bank computer .system 
1 4 is connected to the ATMs 1 2 through an intranet. 1 6. r 
Intranet 16 is preferably a local or proprietary network 
that provides communication between the computer: 
system 1 4 and the banking machines.1 2 using messag- 
es in the transmission control pwtocol/intemet protocol 
("TCP/IP") format vtt-w; v r . ■: ' -.. 

■ [0034]. : Theniessagj^thatarecommunicatedthrough 

"•• the intranet 16 are-preferably TCP/IP messages an<J hy- 
* pertext mark up language ("HTML") documents. In one 
preferred embodiment of the invention the HTML dopu- 

' ments sent through intranet 16 include embedded.ob- 
ject oriented programming instructions, preferably in the - 
JAVA® format wh ich has been developed by Sun Micro- 
systems. The messages sent through intranet 16 may 
be sent in an encrypted or unencrypted form depending ^ 
on the nature of the system and the security needs of 
the home bank. t . 

- [0035] It should be understood that embodiments of 
the invention may process other forms -of .documents 
which include tags or instructions therein. For example 
a form of "extended" HTML has recently been prpposed 
which may be used in embodiments of the invention. For 
purposes of this document all such forms of languages 
and variants which include, documents,- which docu- 
ments include instructions therein shall be referred to as 
HTML documents, Likewise, while JAVA® is used in the 
described embodiment other programming languages 
may beused. ; For example; Active-X™ developed by Mi- 
crosoft Corporation or other languages may be used in 
other embodiments. Further it should be understood 
that the instructions included in documents may be op- 
erative to cause a computer to access other documents, 
records or files at other addresses to obtain a program 
to carry out an operation. 

"[0036] Home bank computer- system 14 is also con- 
nectable as shown to a wide area network T8. In some 
embodiments of the invention the wide area network 18 



is the Internet. In other embodiments of the invention, 
other wide area networks may be used. The wide area 
network preferably communicates messages in TCP/IP 
between numerous computer systems connected to the 

5 wide area network. These foreign computer systems are 
schematically represented by servers 20, 22, 24, 26 and 
28. It should be understood that servers 20 through 28 
may be operated by or connected to other financial in- 
stitutions throughout the world. Servers 20 through 28 

10 preferably operate by communicating HTML documents 
.and other HTJP messages. 

[0037] Figure 2. shows a schematic view of the ATM 
*12 used in connection with one preferred embodiment 
erf the invention. ATM 12 includes a touch screen 30. 

is Touch screen 30 includes a display screen which serves 
as an output device for communication with a user of 
the machine. Touch screen 30, because it is a touch 
screen, also serves as an input device for receiving input 
instructions from a user. Touch screen 30 is connected 

20 through an interface 32 to a computer 34 which is pref- 
erably housed within the machine. Alternative embodi- 
ments of the invention may include other output devices 
such as audio speakers. 

■ , [0038] Computer 34 is also in connection with a plu- 

25 rality of transaction function devices 36 which are includ- 

- ed in ATM 12. Devices 36 include for example, a card 
it reader/writer mechanism 38 and a keyboard 40. Devic- 

es 36 further include a sheet dispenser mechanism 42 
which is operative to dispense sheets, which in some 

30 preferred forms of the invention are currency or bank 
notes. Devices 36 also, include a depository 44 for ac- 
cepting deposits into a r secure location in the machine. 
A receipt printer 46 for providing transaction receipts to 

, customers is also included among devices 36. A journal 

3$ . printer 48 is also included among the devices for keep- 
ing a hard copy record of transaction information. In oth- 
er embodiments other or additional transaction function 
devices which carry out other transaction functions may 
be used. Other embodiments may include fewer trans- 

40 action function devices. It should be further understood 
jthat while the described embodiment of the invention is 
an automated banking machine, the same principles 
may- be employed in many types of transaction ma- 
chines that do not necessarily carry out banking trans- 

45 actions. 

■ [0039] Each of. the devices is operatively connected 

- to an internal control bus 50 within the banking machine 
v , 1 2. The control bus 50 outputs the internal messages to 

the particular devices. Each device has an appropriate 
so hardware interface which enables the particular device 
to operate to carry out its respective function in response 
to the messages transmitted to it on control bus 50. Card 
reader/writer 38 has a hardware interface schematically 
shown as 52. Hardware interfaces 54, 56, 58, 60 and 
ss 62 are respectively operative to connect keyboard 40, 
sheet dispenser mechanism 42, depository mechanism 
.. . 44, receipt printer mechanism .46 and journal printer 
mechanism 48 to the control bus 50. 
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[0040] Computer 34 has several software programs 
that are executable therein. In the preferred embodi- 
ment of the invention these software programs include 
a device interfacing software portion generally indicated 
64. Device interfacing software portion 64 preferably in- 
cludes a software device interface 66 that communi- 
cates electronic messages with the control bus 50. The 
device interface software portion 64 also preferably in- 
cludes a device manager 68. The device manager is 
preferably operative to manage the various devices 36 
and to control their various states so as to be assured 
that they properly operate in sequence. The device 
manager is also preferably operable to create device ob- 
jects in the software so as to enable operation of the 
devices by at feast one object oriented program 70. De- 
vice interfacing software portion 64 also includes the ob- 
ject oriented program portion 70, which in one preferred 
embodiment is an application written in the JAVA lan- 
guage. Program 70 works in conjunction with the device* 
manager to receive object oriented JAVA messages 
which cause the devices to operate, and to transmit de- 
vice operation messages indicative of a manner in which 
devices are operating and/or are receiving input data. 
[0041] The device interfacing software portion 64 in 
the described embodiment operates on computer 34. 
"and communicates through a physical TCP/IP connec- 
tion 72 with the : intranet 16. The physical connection 
may be analog dial-up,^ serial port, ISDN connection or 
other suitable cbnrfection. In the configuration of the 
system as'shown, device iritarfacing software portion 64 
communicates at the IP address of computer 34 and at 
ah IP port or socket indicated 74 that is different from 
the other software applications: In other embodiments 
of the invention, device interfacing software portion 64 
may operate in a different computer than the other soft- 
ware applications of the invention. 
[0042] It should further be understood that although 
in the present embodiment of the invention the device 
interfacing portion 64 is software, in other embodiments 
of the invention all or portions of thu instruction steps 
executed by software portion 64 may be resident in 
firmware or in other program media in connection with 
one or more computers, which are operative to commu- 
nicate with devices 36. For purposes of this document 
ail such forms of executable instructions shall be re- 
ferred to as software. 

[0043] Other software also operates in computer 34. 
This software includes HTML document handling soft- 
ware which includes a browser, schematically indicated 
76. In the present embodiment of the invention th& 
HTML document handling software includes a browser 
provided by Netscape®. However in other embodiments 
other HTML document handling and communicating 
software and browser software, such as Hoi JAVA® by 
Sun Microsystems or Internet Exploi er™ from Microsoft, 
may be used. Browser 76 communicates in computer 
34 at an IP port indicated by 76. 
[0044] Browser 76 is in operative connection with 



JAVA environment software 80 which enables computer 
34 to run JAVA language programs. JAVA language pro- 
grams have the advantage that they operate the same 
on a variety of hardware platforms without modification, 
s This "write once\run anywhere" capability makes the 
JAVA environment well-suited for the present embodi- 
ment of the invention. However other embodiments may 
use different types of software programs. 
[0045] The JAVA environment software 80 enables 
io computer 34 to execute instructions in JAVA script, 
schematically indicated 82. The instructions that are ex- 
ecuted by the computer in JAVA script are preferably 
embedded JAVA script commands that are included in 
the HTML documents which are received through the 
is browser 76. The browser 76 in connection with the JAVA 
environment.software 80 which executes instructions in 
trie embedded JAVA script 82, serve as an HTML doc- 
ument handling software portion for transmitting and re- 
ceiving HTML documents and TCP/IP messages 
20 through the IP port. indicated by 78. 

[0343] Computer 34 also has executable software 
therein having a device application portion 84. The de- 
vice application portion 84 contains executable instruc- 
tions related to operation of the devices 36. In the pre- 
ss ferred embodiment of the invention, the device applica- 
< tion portion consists of a plurality of JAVA applets. In the 
. described embodiment the applets are also preferably 
. programs operabla to control and keep track of the sta- 
- . - . tus of the dsvicos with .which they are associated. Cer- 
30 tain applets are also preferably operable to configure the 
browser to communicate messages. Certain applets 
manage security and authenticate entities that use the 
ATM. 

[0047] . In the described embodiment of the invention, 

35 JAVA applets are associated with functions such as en- 
abling the card reader mechanism, notifying the browser 
when a user's card data has been entered, operating 
the receipt printer mechanism, operating the journal 
printer mechanism, enabling the customer keyboard 

40 and receiving data input through the keyboard, operat- 
ing the sheet dispenser mechanism, operating the de- 
pository, navigating to document addresses, timing de- 
vice functions, verifying digital signatures, handling en- 
cryption of met sages, controlling the mix of bills dis- 

4£ pansed from multiple shoet dispenser mechanisms, cal- 
culating foreign exchange, and ending a transaction and 
instructing the browser to return to communication with 
the.hcme server. Of course, in other embodiments, oth- 
er applets may ba used to control devices and use data 

so to carry out various desired functions with the machine. 
The device application portion 84 communicates in the 
- computer 34 at an IP port indicated 86. 
[004**] <ln ths described embodiment of the invention, 
the device application portion 84 of the software does 

55- not communicate its messages directly to the device in- 
terfacing software portion 64. As later explained, this 
provides heightened security. However it should be un- 
derstood that embodiments of the invention may provide 
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for the device application portion 84 to directly commu- 
nicate device operation messages to the device pro- 
gram 70. This may be done either internally using TCP/ 
IP, by delivery of messages in a conventional manner 
through a queue established in the operating system of 
the computer that is associated with the software that 
interfaces with the devices, or by direct call to this soft- 
ware. 

[0049] From the foregoing discussion it will also b9 
appreciated that certain applets in the device application 
portion 84 may correspond to devices which are not 
present in all automated teller machines. For example 
an automated teller machine that operates only, as a 
cash dispenser does 1 not include a depository mecha- 
nism like depository 44 To accommodate the situation < 
where a user requests a transaction that is not physically - 
possible with the ATM -12, the device interfacing sott- 
ware'pcrtion 64 may be programmed to provide an ap- 
propriate response message to indicate that the function 
-is not available.^' ■;■ 
[0050] Alternatively, the device interfacing software 
portion" m£y include a function which checks for the 
presence or absence of each type of physical device 
within the ATM. Informatics indicative of the devices 
present in the ATM may be included as part of the mes- 
sages generated by the ATM. For example, information 
indicative of the deviceswhich are operative in the ATM 
may be included as a portion or several parts of the URL 
addresses to which messages are directed by the ATM. 
•In this way, the URL in the server to which the ATM con-, 
nects may be configured for providing only HTML doc: 
urnents which correspond to the types of transactions 
that the ATM is capable of performing. As a result the. 
browser avoids displaying documents which include ref- 
erences to transaction types that the machine is not ca- 
pable of performing. Thus for example, a machine may 
avoid producing a display in response to a document 
which includes a reference to a deposit transaction if the 
machine does hot include a depository. 
[0051] Alternatively the machine may include in mem- 
ory, data representative of the functional devices includ- 
ed in the machine. This may include for example data 
representative of a plurality of devices in the machine 
and the configurations of such devices, or alternatively, 
a designator such as a machine number sufficient to 
identify the capabilities of the machine. The device data 
' indicative of the functional devices in the machine is 
communicated to a server and the server is operative to 
deliver the appropriate HTML documents for the devices 
present in the machine. This may be done based onthe 
data corresponding to the device data from the machine 
or may be resolved from a memory which holds data 
representative of the functional devices in a machine as- 
sociated with a particular designator. Documents selecT 
tivety delivered by the server to the browser of the ma- 
chine will include the appropriate references to the func- 
tional devices present in the machine. These docu- 
ments may be static documents or may be.generated at 



run time from sub-documents or otherwise, to provide 
the appropriate outputs and instructions to the output 
devices of the transaction machine. 
[0052] Figure 3 shows the ATM 1 2 in communication 
5 through the intranet 16 with the home bank computer 
system 1 4. Computer system 1 4 includes a proxy server 

- 88. System 1 4 further includes a home HTTP server 90. 
Computer system 14 further includes a device server 
92. The proxy server, home HTTP server and device 

10 server may be included in a single computer as shown, 
or in other embodiments may be separate computers. 
Additional servers may be operative in other embodi- 
ments. 

• [0053] The home HTTP server 90 is preferably in 
is communication with a data store and is in electronic 

. communication with , a back office computer system, 
schematically indicated 94. Back office computer sys- 
: : tern 94 is operative to keep track of debiting or crediting 
v > customers' accounts when they conduct transactions at 
20 the automated banking machines. In addition back of- 
fice 94 4s also preferably operative to track transactions 
for purposes of accomplishing settlements with other in- 
stitutions who are participants in the system and whose 

• customers conduct transactions at the ATMs 1 2. 

25 [0054] , As later explained, proxy server 88 is also op- 
erative in the described embodiment to communicate 
through the wide area network 18 with foreign servers 
such as foreign server 96. foreign server 96 is an ex- 
: ample of a server operated by an institution or entity oth- 

30 : ei; than the institution which -operates computer system 
- 14. It should be understood that while foreign server 96 
js indicated as operated by a "foreign" institution, this is 
not necessarily indicative that the institution is located 
in another country from^the institution that operates 

3$ . computer system 1 4. However, it is possible that foreign 
server 96 could be located in such a foreign country, in- 
- eluding a country in which the language spoken is dif- 
ferent from that generally used in the country where 
ATM 12 is located.. 

40 [0055] The conduct of transactions using the ATM 12 
is now explained, with reference to Figures 3-24. It 
should be understood that the following described trans- 
action flows are merely examples of the operation of the 
apparatus and system, and the apparatus and system 
: .45 may be configured and operated in numerous ways to 
carry out transactions. 

[0056] At the start of an exemplary transaction, as 
schematically represented in Figure 3, the browser 76 
communicates through the intranet 16 with the proxy 

50 server 88. The communication is established preferably 
in a manner so that HTML documents intended to attract 
customers to the ATM 12 are displayed on the touch 
screen 30.. This is referred to as the "attract mode." 
These HTML documents which are processed in the 

ss browser to produce the outputs in the form of screens 

- • on the touch screen 30 (and/or outputs through other 

output devices included in the machine) may originate 
. from home HTTP, server 90 which is operative to deliver 
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the HTML documents to the proxy server. The home HT- 
TP server sends the messages addressed to the IP port 
associated with browser 76, so as to cause their display 
at the proper ATM machine, It should be understood that 
while in this example, home server 90 is described as 
communicating with the ATMs through the proxy server 
88, the server 90 may in other systems encompassed 
by the invention communicate directly with the ATMs. 
[0067] 4 A fundamental advantage of the system is that 
home HTTP server,90 may deliver documents selective- 
ly, to the ATMs 12 connected to the intranet 16. These 
documents may include messages or material tailored 
to the particular location in which an ATM 12 is located. 
Examples of particularly tailored screens may include 
bilingual messages in certain neighborhoods or infor- 
mation concerning currency exchange at various ports 
of entry. The material or messages could include adver- 
tising for various products or services or other material 
targeted to particular machine locations. The JAVA ap- s 
plots and JAVA script are loaded from a central location 
providing selective software distribution in the ATMs 
which may also be used to tailor the ATM to its environ- 
ment by causing it to access documents which include 
material intended to be useful in that location, and which 
is not provided in documents delivered to at least some 
other machines in the system. 

[CJ58] Systems of ombodimsnts of the invention may - 
be configured to have selected machines access HTML 
documents at different addresses, so that the particular, 
documents accessed include the material targeted to . 
users of the particular machine. Alternatively, a machine 
may communicate machine data indicative of its identity . 
and/or location to a server. From the machine data, and 
data stored in a data store in connection with the server, 
the server operates to deliver the documents including 
the targeted material. This may be accomplished by as- 
sembling subdccuments, or otherwise, to generate the 
documents that will be delivered to the browser of the 
particular machine. In addition it should be understood 
that while in the embodiment shown the HTML docu- 
ments are. accessed through a server of. an -institution 
associated with the machine, the documents used for 
the attract mode may be accessed from other servers 
operated by other entities, 

[0059] The touch screen 30 in this exemplary trans- 
action sequence displays a screen which includes an 
icon which indicates in one or more languages that to . 
commence a transaction a user should touch the 
screen, tf a user touches the screen in the area of the 
icon an input signal is generated. The input/ signal or 
HTTP message is transmitted through the browser 76 
!o the home address of the home HTTP, server 90 to 
which the ATM 12 is currently in communication. The 
message generated back to the home HTTP server is 
represented by the arrows directed from the browser 76 
to the intranet 1 6, from the intranet 1 6 to the proxy server 
68, and from the proxy server to the HTTP.server 90 in 
Figure 3. • - - , 



[0060] In response to the home HTTP server 90 re- 
ceiving the message indicating that a customer has 
touched the icon on the screen, the home server is op- 
erative responsive to the address accessed to send a 

5 message through the proxy server 88 (or in other em- 
bodiments directly) to the browser 76. This message 
preferably includes an HTML document which when 
processed through the browser produces a screen in- 
structing the customer to insert their card into the card 

10 reader mechanism 38. The HTML document flow which 
is represented graphically in Figure 4, preferably also 
includes embedded JAVA script or other instructions 
which operate in the JAVA environment to communicate 
a message to the JAVA applet responsible for enabling 

'5 the card reader in the device application portion 84. In 
one preferred embodiment the instructions provide a 
pointer or tag to the applet which executes responsive 
: to receipt of the document instructions. Of course in oth- 
<er embodiments other software and approaches may be 

20 .used. 

[0061] As shown in Figure 5, in response to the em- 
bedded JAVA script activating the JAVA applet associ- 
ated with the enable card reader function, the JAVA ap- 
plet in the device application portion 84 communicates 
25 with the device server 92. The device server 92 includes 
a device server program 98 which in the preferred em- 
bqdirnent is a JAVA program that enables communica- 
tion with the JAVA applets and the device server appli- 
cation 100. The device server 92 further preferably in- 
30 eludes a monitor software application 102 which is op- 
erative to monitor device operation instructions. The 
monitor software minimizes the risk of fraud or abuse in 
a manner Igter explained. 

[0062] Returning to the sample transaction, in re- 
35 sponse to receiving the enable card reader message 
from the device application portion 84, the device server 
92 is operative to generate a message through the in- 
tranet 16 to the device interfacing software portion 64 of 
the ATM, 12. This message which comprises an HTTP 
40. record including instructions for operating the card read- 
er, is directed to the I P port indicated 74 which is where 
the device interfacing software portion 64 communi- 
. cates. In response to receiving this message, the soft- 
ware portion 64 is operative to send a message or mes- 
45 sages on the control bus 50 which enables card reader 
mechanism 34. 

[0063] Continuing with the transaction as shown in 
Figure.6,.the input of the card by the customer to the 
card reader 34 is operative to cause the card data to be 

so read and the device interfacing program portion 64 to 
send a message to the device server 92 indicating the 
card data has been read. This message is transmitted 
by the device server through the intranet 16 to the device 
application portion 84. The deyice application portion 

55 then sends a message to the device server requesting 
the card data. The device server 92 transmits a mes- 
sage with instructions to deliver the card data from the 
device interfacing software portion 64 which responds 
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with a message sending the card data through the in- 
tranet to the device server. The device server, if there is 
no basis for stopping the transaction, transmits an HTTP 
record including card data back through the intranet 16 
to the device application portion 84. 
[0064] In one preferred embodiment of the invention, 
the card input by a user or customer includes indicia 
which corresponds to an address associated with the 
user in the network. In such an embodiment the indicia 
corresponds to a uniform resource locator ("URL") ad- 
dress which provides information on the computer 
where the user information resides, as well as a direc- 
tory or subdirectory which includes the user information 
and the name of the document or resource that includes 
the user information. The URL address may be encoded 

* on a customer's card. The'address may be encoded on 
track 3 of a magnetic stripe, in other locations within the 
-magnetic stripe data or through encoding other readable 

* indicii on the card. Alternatively,' if the customer's card 
is a "smart" card which includes semiconductor storage 
thereon, the URL address associated with the customer"' 
may be included as part of the stored data on the inte- 
grated circuit chip on the customer's card; 'Alternatively, 
a URL could be derived from other data on the card by 
accessing a data base in which address' data is corre- 
lated with other data read from the card. The data nec- 
essary to derive the acidress for accessing docurhents ; 
associated with a customer could also bo derived from" 
inputs to input devices other than or in addition to card 
data; including for example biometric data which is input 
by a customer through a biometric reading device. Such 
biometric data may include for example, data corre- 
sponding to one or more fingerprints, data from the us- 

J er's appearance or combinations thereof. : : 
[0065] For example and without limitation, data input 
by a customer such as through a card input to 1 a card 
reader may correspond to an address for accessing an 
HTTP record! which may be a file or dcxrument which 
includes information which can be used for verifying the 
identity of a user. This record could include dataoorre- 
sponding to a PIN number. The information miy include 
biometric data corresponding to the authorized user of 
the card. The browser may access the record and use 
the contents of the record such as data and/or instruc- 
tions to verify that the indicia corresponding to biometric 
data in the record corresponds to the biometric data of 

' the user entering the card. Alternatively, input data rep- 
resentative of appearance, voice, other features (or 
combinations thereof) or other input data, may be used 
to generate one or more addresses which correspond 
to a user, and the content of the record at the accessed 
address used to verify that the user at the machine cor- 
responds to the user associated with the record. Numer- 
ous approaches within the scope of the invention may 
be used. The information in the record correspond! nig to 
a user may likewise be used to authorize certain func- 
tional devices on the machine to operate" for the user 
while other devices may not/For example, a user who 



is overdrawn may have information in the record ac- 
cessed that prevents them from actuating the cash dis- 
penser, while users who are not overdrawn may include 
information which enables such operation. Alternatively, 

5 the absence of information in a corresponding record 
may enable operation, while the inclusion of information 
selectively limits the operation of devices. 
[0066] Returning to the exemplary transaction, the 
delivery of the card data from a successfully read card 

ro is delivered responsive to the programming of the de- 
vice application portion 84 to a JAVA applet associated 
with notifying that the card dsta has been entered. In 
response, the JAVA applet operates to generate JAVA 
script which configures the browser with the URL ad- 

is dress corresponding to the data read from the card. The 

- JAVA applet is also preferably operative to open a record 
schematically indicated 1 04 concerning the transaction, 
which includes the user's URL-address, the time and 
other card data. This record in a preferred embodiment 

20 may be stored in memory as data in an object in soft- 
ware. The object is preferably used to accumulate data 
as the transaction proceeds. The data stored in the 
transaction data object preferably includes data input 

- through input devices' by the user as well as data repre- 
ss - sentative of operations carried out by transaction func- 
tion devices; r 

" [0067] ■ v: The record or transaction data object provides 
1 persistence through' what may be several different 
- transaction steps executed by the customer. The ability 
30 to use and share the data in a number of different oper- 
ations avoids the need to derive it or obtain it from a 
customer more than once in the course of a user session 
involving a number of transaction steps. The use of a 
transaction data object enables applets to run largely 
35 independently, obtaining needed data from the transac- 
tion object. The approach also enables the record or da- 
ta object to be used to produce an appropriate record at 
the end of the transaction session. This record may be 
stored, collected into a batch, or delivered to selected 
40 addresses in a local or wide area network. 

[0068] As schematically shown in Figure 7, in re- 
sponse to the browser 76 receiving the URL address 
data, the. browser is operative to transmit a message 
through the intranet 16 to the proxy server 88. For pur- 
45 poses of this example, the URL address associated with 
the card data is that of a customer associated with the 
. home bank which operates system 14. As a result, the 
customer's URL address will cause the message to be 
directed from the proxy server 88 to the home HTTP 
so server 90 and to access the corresponding document at 
the address therein. Alternatively, in other systems the 
connection may be made directly with server 90 without 
the intervening proxy server 88. As previously dis- 
cussed, the URL address may also include data repre- 
ss sentative of the devices which are operative in the ATM. 
[0069] In response to receiving the message, home 
HTTP server 90 finds the data corresponding to the cus- 
tomer's URL address data in its associated memory and 
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delivers to the browser at its IP port with an HTML doc- 
ument. This HTML document may include a screen ac- 
knowledging the particular customer by name as well as 
with the name of the banking institution or other entity 
which operates the home bank computer system 14. 
[0070] In addition, the HTML document preferably in- 
cludes embedded JAVA script which has a digital signa- 
ture or a means to obtain a digital signature associated 
with the home HTTP server 90. The script instruction 
included in the document in certain embodiments caus- 
es the device application portion to access an HTTP ad- 
dress on a server, which in the described embodiment 
is server 90. The HTTP address corresponds to an HT- 
TP record which includes, at teast one instruction and 
preferably includes a program such as a JAVA applet or 
Active-X file. The instruction is used to operate the ap- 
propriate transaction function device. The HTTP record 
preferably includes data representative of a signature, 
such as a digital signature. This digital signature is re* 
ceived responsive to the JAVA script 82 and processed 
in the device application portion 84. A JAVA applet proc- 
esses the digital signature to authenticate it and if it .is 
an acceptable signature authorizes operation cf the 
banking machine. In certain embodiments the applet 
may compare cha signature to signature data stored, in 
memory tor a predetermined relationship, such as a 
match.' "■ ■ " ■•■ ■ : - . ; 
[0071] Aiter the applet verifies that HTTP server 90 or 
other accessed HTTP record has sent a proper digital 
signature, the transaction will be allowed to continue. !f 
for some reason a proper digital signature has not been 
sent, the JAVA applet will stop the transaction and return 
banking machine 12 back to the condition prior to the 
start of tha transaction by connecting the ATM to the ad- 
dress associated with the attract mode in home server 
90. Tne use of signed instructions may be used to as- 
sure that the various transaction function devices are 
only operated in response to appropriate messages. 
The use of signed instructions may be particularly ap- 
propriate for instructions that run the sheet disponssr or 
otherwise provide value to the user of the machine. 
[0072] In the examplo it will be assumed that the dig- 
ital signature received is a proper signature, in which 
case a message is returned from the browser 76 to 
home server 90 indicating that the transaction may pro- 
ceed: As shown in Figure. 8, in this exemplary transac- 
tion the HTTP home server 90 then operates to send an 
HTML document to the browser 76 which includes in- 
structions which when processed produce a page or 
screen which instructs the customer to enter their per- . 
senal identification number or PIN. This HTML docu- 
ment preferably includes embedded JAVA instructions 
which operate to cause the device application portion. 
84 enable the keyboard 40 of the ATM so the machine 
may receive the PIN number. Such a message is scho- 
maticaily shown in Figure 8 with the JAVA script 82 sig- • 
naling the JAVA applet responsible for the keyboard that , 
it has been requested :to enable the keyboard. !n re- 
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sponse the JAVA applet in the device application portion 
84 sends a message through the intranet 16 to the de- 
vice server 92. The device server 92 sends a message 
back through the intranet to the device interfacing soft- 

5 ware portion 64 in the ATM. The instructions in this mes- 
sage causes the device software to enable keyboard 40. 
The JAVA applet responsible for enabling the keyboard 
is also preferably operative to update the transaction 
record 104 to indicate that the PIN was requested. 

io [0073] As shown in Figure 9, the PIN entered through 
the keyboard 40 is transmitted in a message from the 
device interfacing software portion 64 to the device serv- 
er 92. The device server 92 returns a message to the 
responsible JAVA applet in the device application por- 

is tion. The JAVA applet then operates to send a message 
back through the HTML document handling portion and 
the browser 76 to the HTTP address of home server 90. 
. This message includes data representative of the PIN 
input by the customer. In some embodiments it is not 

20 desirable to display the customer's PIN on the screen. 
In such embodiments the keyboard applet may be op- 
erative to display a default character on the screen such 
as a symbol or other symbol in lieu of the PIN digits. 
Further as later discussed it may be desirable to avoid 

25 transmission of PIN or other data through the browser, 
in which case PIN data may be handled as a separate 
HTTP message or in other manner to reduce the risk of 
disclosure. 

[0074] The software operating in connection with HT- 

30 TP. server 90 is then operative to either verify the PIN 
itself or to verify the customer's PIN number and account 
number by sending it to the back office 94 and waiting 
for a response. Alternatively, customer PIN verification 
may be carried out in the ATM through an appropriate 

as applet. This can be done in situations where data on a 
customer's card, such as an account number, can be 
correlated to the customer's PIN number through an al- 
gorithm. The embedded JAVA script in the HTML mes- 
sages may include or point to an address to obtain the 

40 data and/or instructions which the applet uses to per- 
form this verification function, including certain encryp- 
tion key data. This may include user information in the 
HTML document or other record data that was accessed 
in response to the user's card data. As shown schemat- 

45 jcaity in Figure 9, the transaction data object 104 is also 
appropriately updated by the applet to indicate the entry 
of the customer's RIN. 

[0075] In alternative embodiments the machine may 
include a biometric reader device or other input device 

so to accept data from a user. The user may input data 
through such a device which'may be used in lieu of, or 
in addition to, PIN data to verify that the user is an au- 
thorized user. This may be done for example by com- 
. paring the user data input to information corresponding 

55 to the authorized user of the card included in a record 
or a document which has an HTTP address and is ac- 
cessed by a browser or by an HTTP client application 
through an HTTP server in response to card data. Atter- 



EP 1 030 277 A2 



BNSOOCID: <£P 1 030277 A2 J _> 



10 



19 



EP 1 030 277 A2 



20 



natively input data may be used to generate addresses 
for documents or records which are accessed by the 
browser or client, and which records or documents con- 
tain information that is used to verify the user's identity. 
For example, data concerning users may be stored in a 
data store in connection with an HTTP server, which de- 
livers data from a record responsive to the user data, 
which is used to verify the user's identity. 
[0076] It should be noted that the page or screen 
which requests the customer to enter their PIN is shown 
generated from the home HTTP server 90. This is pref- 
erably a screen that is associated with the particular bus- 
tamer's URL address. This will be the interface of thd 
customer's home tknk and virilize familiar to 1he cus- 
tomer.' Altemktrvely^ the customer address may access 
what may be essentially the customer's personal "home 
page" with the institution that operates computer system 
14; As such. it is not onr/ something the user isfamiliar 
with, but is ideally tailored to the user's particular trans- 
action needs. 

[0077] ; Alternatively/ the ^ document (s) or record(s) 
which contain the customer data may be used to gen- 
erate the addresses for other documents. The informa- 
tion may also be used to gerierate a document for the : 
particular customer in the particular circumstances. This 
approach may be useful to reduce the effort associated* 
with developing : in actvahce a personal visual page or 
document for each customer - >, - : *- 

[0078] Approaches for accomplishing this may 1 in- 
volve including various types or categories of user infor- 
mation in the documerit(s) or record(s) that pertain to a 
particular customer This may include information such' 
as gender, related persons, account types, permitted 
transactions, customer preferences, customer infer- 1 
ests, account balances, previous offers declined or ac- 
cepted and other information. This customer information 
can be used by an appropriate applet among applets 86 
to address and/or develop an appropriate document for 
the browser to access based on the customer "profile". 
In addition, the profile applet rhay take intocbhsideratioh- 
the transaction devices present in the particular ma- 
chine, information on which is stored in a data store in 
the machine or elsewhere in the system, as wall as other 
factors such as the day of the week and time of day ^ 
based on a system clock. In this way the machine de^ 
termines the appropriate document to access or gener- 
ate for the particular customer under the particular cir- 
cumstances. : ' 
[0079] The logic used in the profile applet may act to 
cause documents to^be built or accessed for the cus- 
tomer which includes transaction options based on the 
customer information, information about the terminal 
and other factors. The profile applet may operate to offer 
transaction options or information selectively based on 
' the customer information. For example, the operator of 
the machine may offer incentives, premiums, additional 
transaction options or advertising information selective- 
ly to customers. Certain types of customers of the insti- 



tution operating the machine may receive screen out- 
puts with options that encourage them to do more busi- 
ness or different types of business with the institution. 
Likewise, customers that are identified as customers of 

s foreign institutions may be provided with incentives to 
do business with the institution operating the machine. 
[0080] The profile applet may operate to cause the 
computer to access other documents in other servers, 
such as stock market data, and selectively provide it to 

10 customers. It should be understood that the profile ap- 
plet may operate to determine an address or generate 
documents to produce initial display screens of a trans- 
action sequence/The profile applet may also operate to 
provide information or access or produce documents to 

is generate visual outputs to the customer at other points 
• in a transaction or between transactions. This may fur- 

- ther be used in.systems in which the operator of the ma- 

- = chine is able to sell paid advertising to third parties and 
. than access the HTTP records such as HTML files for 

20 those third parties' products or services. Such access- 
ing may be done based on a periodic or other basis, but 
may bedone effectively by selecting the HTTP record 
to access in response to the profile of the particular cus- 
tomer.;:' 

25 [0081] The continuation of X\)Q transaction flow for this 

- exemplary transactioa by a customer of the institution 
that operates computer network 14, is schematicaJly 
shown in Figure TO. The home HTTP server 90 is oper- 

< ative in:respbnse to the customer inputting the correct 
30 . PIN to send HTML documents to the HTML document 
handling portion of the software in the computer which 
~ operates the ATM. These messages may include infor- 
~ r mation used to generate screens which prompt the cus- 
; tomer to select ^transaction. For purposes of this ex- 
35 ample, it wilfbeassumed:thatthe customer inputs at the 
touch screen 30: a selection which corresponds to the 
dispense of casrv which is a common transaction at an 
automated banking machine. 

[0082] Theselectionofthecustomerthroughtheinput 

40 device of the touch screen is communicated back 
through the HTML document handling portion which 
communicates an HTTP message to the home HTTP 
r server 90.:Server 90 then responds by sending another 
HTML document to the banking machine which prompts 

*s the customer to select an amount. Again the customer 
may input a selection on the, touch screen which indi- 
^ * cates the amount of cash requested by the customer. 
This HTTP message passes through the HTML docu- 
ment handling portion and the browser 76 to the home 

so server 90. 1 . •> 

[0083] f In response to the receipt of amount data from 
the customer, the home server 90 is preferably operative 
to communicate electronically with the back office 94 to 
verify that the customer has the amount requested in 

ss their account This is preferably accomplished through 

- ; a Common Gateway Interface (CGI) 106 which is in op- 

- erative connection with the home server 90. For purpos- 
' es of thisUransaction it will be assumed that the back 



11 



BNSOOCID: <EP 1 030277 A2J_> 



21 



EP 1 030 277 A2 



22 



office 94 indicates that the money is available in the cus- 
tomer's account and sends a message through the CGI 
1 06 to the home server 90 indicating that it may proceed. 
[0084] As schematically represented in Figure 11 , the 
home server 90 then operates to send a document back 
to the HTML document handling portion in the ATM soft- 
ware. This message preferably will cause information to 
be displayed on the screen which advises the customer 
that the transaction is being processed. In addition the 
HTML document returned preferably includes JAVA 
script which include embedded instructions which are 
executed and communicated to a JAVA applet associ- 
ated with tne operation of the sheet dispensing mecha- 
nism 42. 

[0086] The document returned from the home server 
90 may include advertising or other information instead 
of or in addition to the customer message. The docu- 
ment returned may aiso include an instruction which 
causes the machine to access or generate another doc- 
ument. These instructions may invoke methods in the 
profile applet which depend on the properties associat- 
ed with the customer, the machine, the current time and/ 
or other circumstances. This enables accessing docu- 
' ments that provide promotional messages such as ad- 
vertising or other information to the customer while the 
customer is waiting for the machine to operate. It should 
be understood that these documents may be accessed 
anywhere, including from the Internet. This makes it 
possible to selectively present a wide range of materials 
to customers. It also enables operators of ATMs and oth- 
er transaction machines to present advertising to cus- 
tomers, on a broad basis, or targeted to categories of 
customers or even tat gated to individual customers on 
a segment of one basis. This could be advertising of the 
machine operator such as a bank, or advertising per- 
taining to virtually any type of goods or services. The 
advertising may also be selectively presented based on 
the particular transaction device being operated, the 
amount of funds involved or other parameters. The 
HTML documents also enable the presentation of video 
and sound to the'customer wliich may enhance the ef- 
fectiveness of promotions. 

[0086] ' the message to the JAVA applet in the device 
application portion 84 of the software to initiate opera- 
tion of the sheet dispenser results in generation of a 
message to the device server 92. The message to the 
device server 92 to dispense cash is preferably ana- 
lyzed by the monitor software 102 to check to see if the 
message is appropriate. For example the monitor soft- 
ware 102 is pre/erabiy operative to assure that the 

' amount of cash being requested does not exceed a pre- 
set amount. It can also optionally check to verify that the 
amount provided to this customer within a prior period 
has hot exceeded an amount. This may be done by the 
device server sending a message to the back office 
which includes the card data it has previously received 
from this customer. This message may pass through 

' server 90 and its associated CGI, or other connection. 



Assuming that the dispense instruction is not prevented 
by a message from the back office or the monitor soft- 
ware, the device server 92 is operative to send a dis- 
pense message to the device interfacing software por- 

5 tion 64 in the ATM. The software portion 64 is thereafter 
operative responsive to the message to operate the 
sheet dispensing mechanism 42 to dispense the 
amount of cash requested by the customer. 
[0087] Tne monitor software 1 02 preferably performs 

10 additional functions in the device server. For example, 
government regulations or good business practice may 
require limiting the size and amounts of deposits which 
may be made into an ATM. This may be advisable to 

* prevent "money laundering - or other suspicious activi- 
is ties. The monitor software preferably operates to limit 
- the amount of any single deposit to below a set limit It 

further operates by communicating with the home bank 
back office system 94 to prevent a series of deposits 
within a preset time from exceeding a certain limit. The 
so monitor software may also work in connection with the 
proxy server to limit certain transactions that may be car- 
ried on at the banking machine responsive to instruc- 
• tions from foreign servers as later discussed. 
[0088] It should be noted that in a preferred embodi- 
es inent of the invention the JAVA applet which is operative 
to send the message which causes cash to be dis- 
- pensed, works in connection with another applet which 
controls the met of bills dispensed to a customer. Many 
automated teller machines have the ability to dispense 
30 two or more denominations of currency bills. It is desir- 

• able to control the mix of bills dispensed to a customer 
to suit that which is available in the machine and to avoid 
running out of one denomination of bills before the other. 
The bill mix applet is- preferably operable to control the 

35 bill mix in accordance with the desires of the institution 
operating the ATM machine as well as is in accordance 
with the ATM machine's capabilities. Alternatively, a 
JAVA applet. for controlling bill mix may reside in device 
program 70 in device interfacing software portion 64. 

40 [0089] As will be appreciated by those skilled in the 
art, the particular JAVA applets and/or configuration da- 
tain the machine may be selectively loaded from the 

"■ " * home server 90 at machine start up or at other times. 
Because the applets and configuration data may be se- 

45 lectively delivered to particular machines, the machines 
- may be tailored specifically to the particular ATMs cur- 
rency dispensing and other capabilities. For example, 
the ATM may be configured so that certain applets or 
groups of applets must be present to enable the ma- 

so chine to operate. One approach to loading such data or 
programs. is to provide address values in the terminal 
software to indicate where the needed instructions to ac- 
quire the applets or data may be obtained. If the applets 
or groups of applets are. not already present in memory 

ss of th9 ATM terminal at start up, the software is operative 
. to access the system addresses for the documents 
which contain the required records or instructions which 
will cause the machine to load the required records. The 
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browser may be used to access the addresses and the 
software loads data corresponding to the instructions 
from the accessed documents into a memory in the ATM 
terminal so that the terminal has the required applets 
and data. Such document addresses may be accessible 
through the home server 90. Alternatively the addresses 
may be on a separate development server connected 
to the intranet 16. In this way each transaction machine 
is able to load the applets and data which include the 
operative code it needs to operate the transaction de- 
vices in the machine. Alternatively, the documents may 
be provided through a development server or other serv- 
er that is accessible to the machine through a wide area 

i. network. The documents may be provided on the devel- 
opment server to provide the machine with instructions 
■ on how to acquire the operating code to carry put a wide 
variety of functions: The instructions may direct the ma- 

> chine to acquire the necessary data and code .from ad- . 
dresses accessible through HTTP servers by an f HTTP 
client in the machine. The data, and code can be ac- 
quired responsive to instructions in one or several doc- 

- umentsr The machine may also require that the applets 
' loaded in this manner be signed applets including digital 

signatures or other authenticating features to achieve . 
operation of certain devices in the machines. • 
[0090] Alternatively, embodiments of the : invention • 
may acquire the necessary applets and d£ta from a : re- 
mote data store. The data store preferably includes, the 
data and/or programs that enable the machine tooper- 
ate as desired or have^nstructions on where the; ma- 
chine may acquire the necessary, instructions and data 
for operation. The data may be accessible from a.data 
base server. The transaction machine addresses a que- 
ry to the database, server. The query includes or is ac- 
companied by indicia from the machine which identifies 
the machine. TWmay be the particular machine, such 

- as a machine number, and/or may include, indicia rep- 
resentative of the type or functional device capabilities 
of the machine. 

[0091] The data store preferably includes records 
which have the data or programs that are to be trans- 
mitted to the machine. In response to the query to the 
server, the server retrieves records from the^data store 
and responsive thereto delivers one or more messages ; 
to the HTTP client in the transaction machine. This mes- 
sage(s) includes the configuration data or applets to en- 
able the machine to operate in the manner desired or 
may include instructions which indicate how, the ma- 
chine is to acquire such programs from servers connect- 
ed in the system. 

[0092] In the example shown the configuration server 
and data store may operate on the same computer as 
-home bank server 90. In other embodiments the data- 
base server may reside elsewhere in the networks to 
which the machine is connected. _ ■ 

[0093] An advantage of the machines and systems 
which employ such features is the flexibility to change 
the operation and customer interface of the machine to 



respond to changing conditions. This may include a 
change in a transaction function device. Conditions may 
change so that certain transactions are limited or are not 
available. For example, a machine may normally accept 

5 deposits but its depository is full. In that situation the 
machine may change the documents it accesses to 
present messages to users through its output devices 
so that the deposit option is no longer offered. This can 
be accomplished by the applets and data loaded into 

10 the machine initially, which provide for instructions when 
such event is sensed. Alternatively, the machine pro- 
gramming may be modified by loading new applets and/ 
or data from an HTTP server. responsive to its then cur- 
rent status. This may be done responsive to a query to 

is . a database server which includes or is accompanied by 
, data representative of the changed conditions or capa- 
bilities of the machine. In response the server delivers 
the applet(s), data and/or instructions which will operate 
the machine in the modified mode. 

20 [0094] This approach eliminates the situation with 
conventional transaction machines where the static in- 
terface presentation on output devices offers a transac- 
. tion option to a customer. Sometimes, after the custom- 
er has made the selection an indication is given that the 

25 selected transactions, option is not available. The ap- 
proach described herein rnay be used with numerous 
transaction, options and variations of transactions. The 

t transaction options can be readily changed from the da- 
tabase server on a machine, by machine basis or even 

30 a customer by customer basts as previously discussed, 
based on the desires of the entity operating the trans- 
action machine. 

[0095] The discussion of the exemplary transaction 

- will now be continued. In response to the cash dispenser 
as 42 dispensing the requested amount of cash, device in- 

- terfacing software, program 64 preferably operates to 
. send a dispense operation message confirming the dis- 
pense back to the JAVA applet responsible for the dis- 
pense in the device application program 84. As repre- 

40 sented in Figure 1 2, the.particular applet is operative to 
update the transaction record 104 to indicate the dis- 
pense of currency to the customer in the particular 
amount. The embedded JAVA script instructions which 
were operative to cause the dispense of currency to the 

45 customer, also preferably include instructions to send a 

- confirming message back to the home server 90 that the 
dispense is complete. The receipt of the dispense oper- 
ation message indicating the cash was dispensed caus- 
es the JAVA applet to configure the HTML document 

so /handling portion to send a device response message 
back to the home server. The home server then is pref- 
erably operated in accordance, with its programming to 
. . indicate to the back office 94 that the customer received 
. the amount of funds dispensed. This amount is deduct- 
55 ed from .the customer's account in the records main- 
: tained by the back office system. 
[0096] Generally during a transaction it is common to 
. ask the customer if they wish to have a receipt for the 



13 



BNSOOCIO: <EP 1 030277 A2J_> 



25 

transaction. This may be done at various times during 
the transaction flow. In the present example, after the 
cash has been dispensed the customer operating the 
machine is sent such a message as reflected in Figure 
13. The home server 90 is operative to send an HTML 
document which includes a screen asking the customer 
if they would like a receipt. This message is displayed 
as part of a page on the touch screen 30 responsive to 
receipt of the message through the browser 76. Alter- 
natively the document may be generated by the ma- 
chine. In response to the customer indicating that they 
do or do not want a racsipt, a message is returned to 
the home server. Again it should b3 understood that the 
screens displayed to the customer are preferably those 
that the customer is accustomed to f rom his or her home 
institution, and may be a part of his or her unique home 
page.; . . 

[0097] Assuming that the customer wishes to receive 
a transaction receipt, the home server 90 operates as 
shown in Figure 1 4 to send a document back to the ATM 
with embedded JAVA script implicating that a transac- 
tion receipt is to be printed. These instructions in JAVA 
script are communicated to the device application por- 
tion 84 which sends a TCP/IP message through the in- 
iranet to the device server 92. The device server 92 in 
turn communicates a message with instructions to the 
device interfacing saftwasa portion 64 in the ATM. !n re- 
sponse to receiving the message, software portion 64 
is operative to cause the printer 46 to print the custom- 
er's transaction receipt. The JAVA applet responsible for 
enabling the printer is also preferably operative to up- 
date the transaction data object or record 104. As later 
discussed, the applet which controls the printing of the 
receipt may obtain the data used in printing th9 receipt 
from the transaction data object. 
[0098] It should be understood that even if th^ cus- 
tomer does not wish to have a receipt it is desirable to 
print a record of the transaction in hard copy through the 
journal printer 48. This may be accomplished in re- 
sponse to imbedded instructions which are part of the 
same document from the home server 90 which causes 
the transaction receipt for the customer to be printed, or 
may be part of a separata document which indicates that 
the customer has declined the option to receive a trans- 
action receipt. AitemativeJy, the journal printer may be 
actuated responsive to other applets such as the applet 
which causes the dispense of cash, or in another man- 
ner chosen by the operator of the ATM. As will be ap- 
preciated from the foregoing description the operation 
of the present embodiment of the ATM is inherently flex- 
ible and programmable to meet the needs of the system 
operator. 

[0099] As shown in Figure 1 5. upon completion of the 
printing of the transaction receipt, the software portion 
64 is preferably operative to send a device operation 
message to the device server 92 which is indicative that 
the requested device function was carried put success- 
- fully. The device server 92 is operative to send-a corre- 
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sponding device operation message to the device ap- 
plication portion 84, and in the preferred embodiment to 
the particular JAVA applet responsible for the printing of 
the receipt. The JAVA applet in turn configures the 
5 HTML document handling portion to generate a mes- 
sage back to the home server in the form of a device 
response message to indicate that the receipt was print- 
ed for the customer. 

[0100] Having received cash and a receipt, the cus- 
io tomer is then prompted by a display screen generated 
from an HTML document from the home server 90, to 
indicate whether they wish to conduct another transac- 
tion. The visual page or screen prompting the customer 
in this regard is displayed on the touch screen 30. For 
*5 purposes of this example it will be assumed that the cus- 
, . tomer does not want another transaction and a message 
to that effect is returned through the HTML document 
. handling portion back to the home server 90. 
[0101] As shown schematically in Figure 17 in re- 
. 20 sponse to receiving a message that the customer is 

- done, the home server 90 is operative to send a 'go 
home" message to the ATM. This message preferably 
includes an HTML document which produces a screen 
display thanking the customer. This message also pref- 

25 erably includes embedded JAVA script which calls the 
, - JAVA applet which eventually returns the HTML docu- 
ment handling portion of the ATM back into connection 
t w!th the URL address on the home server 90 or other 
address which provides the documents that are used to 
30 output the messages for the* so called "attract mode". It 
. should be remembered that the script in some embodi- 
. merits may operate to cause a message to be sent from 
the document, handling portion to an address on the 
home server which causes a corresponding HTTP 
35 record including the instructions comprising the desired 

- applet to load. .... 
(0102] As schematically indicated in Figure 18, the 
"go home" command applet is operative to configure the 
browser 76. After the HTML document handling portion 

40 is configured by the JAVA applet to return home, the 
JAVA applet may be configured to deliver to home server 
90 information from the transaction record 1 04 concern- 
ing the transaction that was just completed. Because the 
exemplary transaction was with a customer of the insti- 
• 45, tution that operates the computer system 1 4, all the data 
concerning that transaction should already be recorded 
in the back office 94. However it will be appreciated that 
this will not be the case if the transaction was conducted 
in response to messages from a server operated by a 
50 different institution. Thus, all or a portion of the informa- 
tion from the transaction record 104 may be delivered 
. in response to a "go home" command to the home serv- 
er 90 and through the CGI to the back office system 94 
, where it can be identified as duplicate information and 
55 discarded. This may be done using remote method in- 
,^ vocation (RMl) "to pass or deliver the object to server 90 
. and then, transmitting the data through messages from 
. the server to the back office or through messages or oth- 
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or techniques. 

[0103] Of course in other embodiments transaction in- 
formation may be stored in a database for extended pe- 
riods rather than being returned after each transaction. 
Alternatively the ATM 12 may include applets which are 
operable to deliver transaction record information to ad- 
dresses other than that of the home server, if that is de- 
sired by the operator of system 14. 
[0104] The operation of the computer system when a 
foreign" user uses the ATM 1 2 is graphically represent- 
ed with regard to Figures 19 through 24. A transaction 
with a foreign user who is not a customer of the institu- 
tion that operates ATM 12 and computer system 1 4, will 
" be operated under the control of the home server 90 and 
will proceed in the manner 6f the prior example through 
the point where the customer inputs their card. The cus- 
tomer inputs a card having indicia corresponding to a 
"URL address that does not correspond to the home 
server 90. The HTML document handling portion is op- 
erative to configure a message addressed to access a 
* URL address that corresponds to the indicia on the cus- 
tomer's card or other address responsive to such indi- 
cia'. This message is delivered to the proxy server 88 
which in turn passes the message to the wide area net- 
work 1 8. From the wide area network the message pro- 
ceeds to the foreign server corresponding to the cus- 
tomer's URL address, for purposes of this example the 
foreign server corresponds to server 96 which is-con-' 
' nested to the Internet. 

; [0105] In the preferred embodiment of the invention 
proxy server 88 includes screening software graphically 
indicated 107. Screening software is preferably opera- 
ble to check addresses to which messages are being 
directed by the ATM and to selectively prevent the send- 
ing of messages to particular addresses. This serves as 
a "fire wall" and is desirable for purposes of preventing 
fraud in the system. * : 
[0106] ; As shown in Figure 20, the foreign server 96 is 
preferably operable to communicate HTTP messages, 
including HTML documents, to the ATM 1 2 backthrough 
the wide area network 18. This may be done using a 
secure socket connection ("SSC") so as to minimize the 

: risk of interception of the messages. Of course other 
techniques, including encryption message techniques 
may be used to minimize the risk of interception of the 
messages. 

[0107] As schematically represented in Figure 20 the 
"response document from foreign server 96 preferably 
includes embedded JAVA script is representative of or 
corresponds to a digital signature which identifies the 
foreign server 96. This maybe accomplished by loading 
an HTTP record including a signed applet, as previously 
discussed. An applet in application portion 84 in the ATM 
preferably operates to verify the digital signature in the 
manner described in the prior example, and sends a 
message indicating that the transaction has been au- 
' thorized. The digital identity of the foreign institution will 
' be stored in memory in the ATM and eventually recorded 



in the back office 94. 

[0108] It should be noted that the HTML documents 
from the foreign server 96 produce the visual pages or 
screens of the foreign institution which the foreign cus- 

5 tomer is accustomed to seeing. These pages may cor- 
respond to the foreign user's "home page" which are tai- 
lored specifically to the needs of the particular user. 
[0109] Figure 21 shows an example of a document 
accessed through the foreign server 96 to the ATM 1 2. 

to The document from the foreign server may include em- 
bedded JAVA script which enables operation of the 
JAVA applets in the manner previously discussed to op- 
erate the devices 36 in the ATM. As shown in Figure 21 
the TCP/I P messages to the devices from the JAVA ap- 

is piets pass from the device application portion 84 to the 
device server 92, and the instructions therefrom to the 
device interfacing software portion 64 in the ATM. De- 
vice operation messages take a reverse path. As these 
messages pass through the device server 92, monitor 

20 software 1 02 monitors them to minimize the risk of fraud 
" or abuse. • - ■ . * 

[0110] As indicated in Figure 21 , the documents from 
the foreign server 96 may be operative to display at the 
touch screen 30 a request for the customer to input their 

23 PIN. The embedded JAVA script instruct tons would, as 
in the sample transaction previously discussed, include 

- instructions that enable the keyboard 40 to accept the 
customer's PIN. As' in the prior example, a transaction 
record 104 which includes a shared data object con- 

30 ceming this transaction would be opened by the device 
application software portion. As previously discussed, 
provisions may be made to prevent the passage of PIN 
data through the. browser if desired. 
[011 1 ] Figure 22 indicates the return of the device op- 

3$ eration message and PIN data to the JAVA applet, which 
in turn transmits the data back to the foreign server 96 

- through the wide area network 1 8 using the secure sock- 
et connection. From this point the-transaction proceeds 
generally as previously described, except that the for- 

40 eigri server 96 sends the HTTP records, including HTML 
" documents, and receives the messages from the docu- 
ment handling portion of the ATM: The foreign server 96 
includes the JAVA application software necessary to in- 
clude the embedded JAVA script in the documents that 

45 are" sent to the ATM to. operate the devices 36 in the 
machine. ■■ ■•> • 

P>112p As the foreign server 96 operates the machine, 
the monitor software; 1 02 in the device server 92 is op- 
erative to monitor the messages in the manner provi- 
so ously discussed. Such monitoring would for example, 
operate to prevent the dispense of unduly large amounts 
of currency out of the machine. The monitoring software 
'-• may also operate to restrict certain foreign institutions 
: to a subset of the transaction machine devices or capa- 
55 bilities.-This is done based on data stored in memory 
which limits the devices or activities that can be carried 
out from documents- arcertain addresses. This may be 
achieved for example, through the use of code plug-ins 
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which implement a class of the transaction objects 
which limits the operations that can be performed For 
example, the operations which enable connection to the 
foreign server may instantiate the objects which provide 
specified limited capabilities for messages received 
frpm the foreign server. This may for example limit the „ 
amount of money dispensed, prevent operation of a 
check acceptance device, limit the dispense to printed 
documents such as tickets, prevent operation of the 
cash dispenser or limit use of the machine-in other ap- 
propriate ways. This may be done based on the ad- 
dresses or portions of addresses for documents. 
[011 3] If the capabilities of the machine to the foreign . 
customer are limited, the foreign customer may be pro- 
vided with a visual interface from the foreign bank based . 
on the transactions the machine can perform andjhat ... 
the owner of the machine will ailow. As a result the doc- 
uments accessed at the foreign bank server may be a 
variation of what the customer would be provided at a 
machine operated by the foreign bank. This could be_ 
based on documents specifically developed for operate 
ing foreign machines, or could be a variant;of the usual 
foreign bank interface with visual indications that certain, 
transactions are not available. In some instances the in- 
• : -terrace may indicate that some transactions are availa- 
' - ble with an associated service charge. .. r 

[C1t4] ' The ATM- of the described embodiment may 
enhance security by limiting the addresses that the . 
browser may access. This may be done by maintaining, ; 
a list in the memory of the machine. This- list may be* 
maintained in HTTP record(s) (including documents) 
accessible through the home bank's intranet. The ma- 
chine may access the record periodically and update the 
memory data. This record may itself require a digital sig- . 
nature corresponding to a signature in the terminal 
memory before the data will be loaded into terminal : 
memory. This information niay also include the instruc- 
tions and information for theATM to verify that.the mes- 
sages it receives by accessing documents on the for- . 
eign server are genuine. This may include digita! signa- 
tures which when transferred using public key or private ,.■ 
key encryption techniques verify the messages as gen- 
uine. The machine checks to be sure the signature in 
the records accessed from the foreign server corre- 
sponds to the digital signature for that address stored in 
memory, and enables operation of transaction devices, 
such as the cash dispenser; only when such corre- 
spondence is present. Of course various approaches to 
verifying and encrypting messages may be used, in var- 
ious embodiments. As used herein signatures or signed 
record encompass any indicia which is included in or is 
derivable from a record which is indicative that it is au- 
thorized. 

[0115] As can also be appreciated from the foregoing 
disclosure, the foroign server 96 may communicate to 
the user trough the touch screen in a language. that is , 
different from that normally used by the customers of 
the institution that operates the computer system 1 4. As 
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a result the HTML documents may display requests to 
dispense currency of a type or in an amount which is not 
included in the ATM. To accommodate this situation an 
applet is preferably included in the device application 

5 portion 84 to deal with requests for foreign currency. The 
foreign currency applet causes the ATM to send a mes- 
sage back to its home server for purposes of calculating 
a closest amount which may be provided to the custom- 
er in the available currency in the ATM which corre- 

10 spends to what the customer requested. As will be ap- 
preciated, this applet will be operative to call the partic- 
ular function address within the fjome server 90 that is 
capable of providing this function. When the dispense 
is made the applet is also operative to indicate to server 

'5 96 that the amount dispensed differs somewhat from the 
amount the customer, requested. Of course in other em- 
bodiments, other approaches may be used. Alternative- 
ly an applet in the machine may generate visual displays 
. that show equivalents in local, currency when foreign 

20 currency amounts are displayed or processed. This may 
include presenting both amounts on visual displays pre- 
sented to a user. 

[011 6] As represented in Figure 23, when the foreign 
customer has completed their transactions as indicated 

2$ through the touch screen 30,, the foreign server 96 is 
operative to send the "go home" message back to the 

tj , ATM. T^e receipt of this message is operative in the 
manner previously described to cause the device appli- 
cation portion 84 to operate responsive to the embed- 
30 ded JAVA script instructions to configure the HTMLdoc- 
ument handling portion to cause the browser 76 to re- 
establish communication with the home server 90, or 
other designated document address. 
[0117] As indicated in Figure 24 the applet in the de- 

35 vice application portion 84, which processes the "go 
home 1 message is preferably operative to reconnect to 
the home server 90^ as well as to send the transaction 
record information in record 1 04. This transaction record 
information which is preferably packaged in a data ob- 

40 ject, includes the customer name, the foreign ffistitutbn 
name, digital, identifier, amount information concerning 
amounts dispensed, transferred or deposited, and all 
, other psrtinenttransaction data. The transaction data is 
used by applets in performing transaction steps in which 

45 any portion of the data is required. At the completion of 
the customer's activity at the machine an applet pro- 
vides a transaction data message which includes at 
least a portion of the collected data. This data is com- 
municated from server 90 through the CG1 106 to the 

so home bank's back office 94. This information is stored 
in the back office for later use for purposes of settlement 
with the foreign bank operating the foreign server 96. 

. Alternatively or in addition, transaction data may be re- 
corded in the terminal in memory as well as in hard copy 

55 on a journal printer., Transaction data may be stored for 
, downloading-in a batch or by passing objects including 
data from many transactions! Batch data may be com- 
. municated at times and to addresses as may be stored 
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in memory in the terminal configuration data. 
[01 1 8] An advantage of some embodiments of the in- 
vention is that transaction data may be delivered to ad- 
dresses in a local area network or in a wide area network 
such as the Internet. This facilitates conducting wide va- 
rieties of transactions and enables directing messages 
related to tracking use (such as for electronic purse type 
smart cards) or for settlement of various transaction 
types to'a selected system address. 
[0119] It will be appreciated that the described em- 
bodiment of the automated banking machine and sys- 
tem can provide an advantage that when the machine 
is connected to a wide area network such as the Inter- i 
net, customers are able to carry out their banking trans- 
actions virtually anywhere in the world! Further, despite 
the broad capabilities of the system, because the ma- - 
chine may be monitored locally, both in terms of connec- 
tion and activity, the risk of fraud is minimized. ' 
[0120] Embodiments of the invention may include a 
further feature to facilitate access to documents in the 
network to which the machine is connected. This feature 
is operative to determined an HTTP record such as an 
HTML document or other item is accessible at an ad-, 
dress for downloading before the computer will attempt 
to access the record. This avoids transaction time outs 
tjiat might otherwise occur as a result of inability to ac- 
cess a record due to the server through which the record 
is normally accessed tfetncj down. Other embodiments 
may consider both the size of "the record and the transfer 
rate arid determine that a transfer speed for the record 
is not sufficiently rapid, so that an alternative record 
should be transferred. 

[0121] In one embodiment this feature is achieved 
through use of a separate program or applet * which 
checks to see if a server that the computer will subse- 
quently wantto access is alive. The applet operates re- 
sponsive to receiving an address or portion thereof, to 
which a connection will be made. The applet operates 
to make a socket connection to the address and loads 
a small but sufficient arnount of the record or otherwise 
operates to determine that the server through which the 
record must be accessed is alive. In response to the ap- 
plet verifying the operation of the remote server, or oth- 
erwise determining that conditions indicative that the 
record may be accessed or loaded, the computer then 
operates so that the browser or similar software compo- 
nent is enabled to navigate to the address at the" appro- 
priate time in the transaction sequence. If the applet is 
unable to detect that the remote server is alive, or de- 
termines that it does not appear the record may be suc- 
cessfully accessed or loa(ded, steps may be taken to ac- 
cess alternative addresses or to discontinue the trans- 
action. Alternative addresses to access niay be based 
on data stored in the memory of the terminal or may be : 
' obtained by accessing documents either locally* or re-, 
moteiy which include data from which alternative ad- 
dresses may be obtained or derived. Alternative ad- 
dresses are similarly checked to make a determination 



that the records can be accessed before attempts are 
made to access the alternative records. This approach 
avoids delays in carrying out transactions. 
[0122] Alternative embodiments may employ other 

s approaches to determine if desired HTTP records such 
as HTML documents may be successfully accessed 
and/or downloaded adequately before the browser pro- 
viding the customer interface attempts to access the 
document. Such embodiments may consider in deter- 

10 mining whether the document can be successfully ac- 
cessed, the transfer speed or other conditions related 
- to system operation or document content. For example, 
the applet which tests to determine that the HTTP record 
can.be accessed, or a further applet, may determine the 

is transfer, rate at which the record can be transferred to 
. the computer. The rate at which the data can be trans- 
ferred may be compared to data stored in memory, and 
if the rate is slower than the data representative of the 
desired stored rate an alternative record is accessed. 

20 This may be for example an HTML document stored lo- 
cally in the machine. Other embodiments may include 
programs which consider the size of the HTTP record 
and the transfer rate in determining a transfer speed. 
Such programs then determine if the record can be 

25 transferred fast enough to suit the parameters estab- 
lished in the configuration in memory, and if not, alter- 
native: addresses are accessed. Such alternative 
recordsmay besimilarfy tested for transfer speed before 
* being transferred. 

30 [0123] Programs, may also consider other factors in 
deciding to access a particular address, such factors 
may include-for example day and time information, or 
: information from sensors such as sensors in a floor in- 
dicating that other persons are. waiting to use the ma- 
ss chine. In this way access to documents that have exten- 
; sive outputs which may tencHo prolong transactions can 
■" be avoided even when records can be loaded at an ad- 
equate speed. 

. [0124] While, the described embodiment of the auto- 

40 mated banking machine and system of the present in- 
vention is shown with regard to a particular type of ma- 
chine that is made specifically for connectivity to local 
or wide area networks, conventional automated banking 
machines may also be adapted to include such capabil- 

45 ity. Specifically the HTML document handling portion 
and device application portions may be included with 
other conventional software which operates within an 
automated banking machine. This enables such ATMs 
to operate either in the conventional proprietary network 

so or as part of a wide area network. In addition, automated 
banking machines may be configured to operate their 
devices through the device interfacing software portion 
described herein or through a different software inter- 
face when operating in a conventional network. Such 

55 machines may switch to requiring device messages to 
be passed through a device server when operating un- 
der the control of a server within the wide area network 
to maintain security within the .system. In this way a sin- 
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gle ATM could operate in proprietary networks in the 
manner of current ATMs as well as in the network con- 
figuration of the system described herein. 
[0125] Alternative embodiments of the invention op- 
erate to communicate transaction. messages used in a 
proprietary ATM network. This may be accomplished by 
using a CGI in connection with either the HTML docu- 
ment handling portion of the ATM or the HTTP home 
server or other server. The CGI operates in connection 
with a message conversion program and database to 
cull the necessary data from the HTML documents and 
response messages and generate the defined transac- 
tion request messages appropriate for the proprietary 
transaction network. Likewise, the message conversion 
program and CGI operate to receive function command 
messages from the proprietary network and convert 
them and generate appropriate HTML documents and/ 
or TCP/IP messages for use by the ATM. Because these 
proprietary network fonnats are defined and the data 
necessary to produce and. interpret the messages are. 
known, the use of the ATM 1 2:directly in a conventional- 
proprietary ATM network is achieved. 
[0126] Conventional ATM transaction messages are - 
defined layout messages that do not include HTML doc- , 
uments on HTTP messages. An example of known con- : , 
vent tonal messages used to operate ATMs are Diebold . . 
91 X messages. Such messages generally involve 
transmission of a request massage from an ATM in a 
defined layout including customer input data (account/ 
pin) and an indication of the type and amount of trans- 
action requested. The request message is received by 
ah ATM host computer which sends back a response 
message with a defined layout which includes an indi- 
cation ^whether the transaction is authorized. The ATM 
then returns another message to the host computer in- 
dicating whether the machine was able to carry out the 
transaction. The messages, used in such conventional 
proprietary networks generally occupy relatively little 
band width. * 

[0127] In connectingan ATM according to an embod- 
iment of the invention to such a network, a server is pro- 
vided. The server is in' operative connection with a mem- 
ory which includes a relational database which holds the 
message conversion and document creation data. In 
one configuration, tho server is connected to the docu- 
ment handling portion through a network, or may reside 
on the computer of the ATM.- The server produces the 
documents which the browser accesses arid which in- 
clude the transaction device instructions. The server (or 
a connected server) communicates the conventional 
messages with the host. One server may provide an in- 
terface for several ATMs connected to it in a LAN, or 
alternatively, each ATM may have its own server oper- 
ating therein. 

[0128] The ability of ATM 1 2 to communicate in a pro- 
prietary network also enables operation of the ATM in a 
manner in which the interface is generated by.a user's 
home institution in the manner, previously described, but 



in which transactions are authorized through messages 
directed through a proprietary ATM network. This 
achieves the security of using the proprietary network 
.while providing the customer with the advantages of the 
s familiar home bank interface and/or "personal home 
page" interface. 

[01 29] In such a configuration the ATM transaction 
function devices may be operated in a conventional 
manner in response to conventional ATM transaction 

10 messages such as Diebold 91 X messages, in the pro- 
prietary network. The customer output devices, such as 
the screen (and speakers if provided) communicate 
, through a browser connected to a local or wide area net- 
work. The browser accesses documents to prompt a 

is customer through operation of a transaction, but the 
documents do not include instructions which cause op- 
eration of devices such as the cash dispenser. 
[0130] In one configuration the browser may be oper- 
ated by the computer in response to the status of devic- 
„ao os.in.the machine, as the devices are operated in re- 
sponse to conventional ATM messages. In this manner 
- the browser may be navigated to selected addresses, 
including addresses which are associated with the cus- 
tomer based on customer input data. However, as the 

25 documents recoived by the browser will not operate the 
transaction function devices, there is less need for se- 
curity measurer* in accessing documents. As a result, 
the customer may still operate the machine in response 

t -to a familiar and unique interface, and marketing infor- 

zo matron such as advertising or other material may be pre- 

•c sented in tho transaction sequence. 

[0131] In other embodiments machines may perform 
some device functions based on conventional messag- 
es, white others may be performed in response to in- 

35 structions in HTML documents or other HTTP messag- 
es. For example HTML documents may provide consid- 
arable.data for use by printers or other output devices. 
Some embodiments may access documents with in- 
structions, but may ignore some and act in response to 

40 others. The approach may be selected by the systems 
operator by configuring the software based on their re- 
quirements. 

[0132] A'further advantage of the system configura- 
tion of one preferred embodiment is that it has enhanced 

45 flexibility for communicating messages associated with 
the ATM. The device manager 68 preferably generates 
status messages associated with the status of devices 
36. These status messages may commonly represent 
information about conditions which exist at the devices. 

so . Such messages may indicate that supplies of paper for 
p/inters or currency, are low or are depleted. Other mes- 
sages may indicate that devices are not functioning 
properly. Often such messages indicate that the ATM 
requires servicing- Alj such types of messages are re- 

55 f erred to herein interchangeably as status or fault mes- 
. sages. , 

. [0133] : The device interfacing software portion 64 
-communicates through the intranet 16 using TCP/IP 
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messages. While the messages associated with trans- 
actions previously described are directed to the device 
server 92, the software portion 64 may include a server 
and be configured to address fault and status messages 
to other addresses in the intranet or the Internet. For 
example, such fau It or status messages may be directed 
to a software application which delivers messages to a 
service provider. Further, fault messages may be selec- 
tively directed based on the nature of the fault indicated. 
For example, fault messages indicative of a need to re- 
plenish currency or supplies may be directed to an ad- 
dress in the intranet associated with an entity who has 
responsibility for replenishing supplies. Alternatively, 
fault messages which indicate a need for other types of 
servicing may be directed to an address associated with 
ah entity who can provide the typetof servicing required. 
[0134] Alternatively, the selective dispatching of fault : ' 
messages to addresses in the intranet 16 may be ac- r . 
complished by appropriately configuring device server 
'92. In addition, either software portion 64 or device serv- 
er 92 may direct fault messagesfrom the ATMs to a fault 
handling system such as to a domputer operating Event 
'Management System™ software available from Die-' 
bold; Incorporated: Such software is operative to re- 
solve the nature of the fault' condition and to notify ap- 
propriate personnel of the corrective action to be taken. 
[0135] The ATM 12 may further include a software 
function to assist in diagnosing problems and providing 
remedial service. As graphically represented in Figure 
2, alternative embodiments of the ATM 12 may include ; 
a mini-HTTP server 109 which is in communication with , 
'the' device interlacing software portion 64. Server 109 
is configured to receive device* status messages and to • 
produce HTTP records including HTML documents in * 
response thereto, which provide data representative of 
device status to a diagnostic devfce 110 such as a hand 
held computer terminal. Server 109 includes a GGl for 
interfacing with the device software so that a technician 
may access the information in the records accessible at 
the HTTP addresses related to status messages and in-r 
put test and corrective instructions through diagnostic 
device 1 1 0. The HTTP records and/or HTML documents 
generated by server 109 may preferably include graphic 
and audio instructions indicative of conditions-^such asr; 
problems, as well as corrective' action data and repair 
instructions. ' 

[0136] Mn alternative versions of the invention the 
Functions of the mini-HTTP server 109 may resided 
device server 92. This may be 1 particularly appropriate 
where the function of the device server resides on the 
computer in the ATM. Regardless of where the function 
resides the use of the visual and audio components of 
HTML documents associated with maintenance and di- 
agnostic messages facilitates servicing of the ATM. 
[0137] These records delivered through the mini-HT- 
TP server include instructions that correspond to the 
status or fault conditions. Such records or documents 
may be accessed locally as previously discussed, or re- 



motely. A technician using a hand held computer which 
includes a browser or other software operative to access 
the HTTP records may access the documents locally for 
. purposes of maintenance, diagnosis and servicing. In 

s some situations the customer interface and browser as- 

. . sociated therewith may be used to access the mini-HT- 
TP server, or a separate browser, display and input de- 
vices on the machine and intended for use servicing ac- 
tivity; may be mused. Alternatively, the fault and status 

10 messages may be monitored from terminals at locations 
anywhere that are connected in the network. The mini- 
HTTP server handling status and fault messages may 
: also be configured to send an e-mail or similar message 
to a selected address whenever a particular condition 

is -otgroup of conditions exist. , 

. [0138] AfurtheradyantageofthisfeatureisthatHTTP 
messages may also be sent to the mini-HTTP server to 
attempt to correct problems. Such messages may in- 
clude running diagnostic tests and receiving results. It 

so may also include operating devices to test or attempt to 
clear.jams and * other malfunctions. This can often be 
. done from remote locations. Of course, when there is a 
significant riskof unauthorized access to the server han- 
dling default or device messages, appropriate security 

25 measures shou Id be taken . ... 

[01 39] The HTTP, records which indicate the status of 
... th© -transaction function devices may have different 
.forms depending on the software configuration and the 
needs of the system operator. In some embodiments the 

so - £ device status information for one or more devices may 
be represented by indicia contained within a data object. 
■ . The data object may be transf erred to other connected 
computers to provide the status data. The transfer of the 
, . data object may be accomplished by remote method in- 

35 vocation (RMI ) for example. The data in the transferred 
data object may then bo used to generate message and/ 
or outputs desired by the system operator. This tech- 
nique maybe particularly useful when the operator wish- 
es to connect the machine to an existing monitoring sys- 

40- tern and indicia included in the data object can be used 
to generate outputs or messages indicative of device 
status that can be processed by the existing system. 
Plug-ins may further be used to achieve communication 
: between-existing, mojiitoring systems and transaction 

45 machines which have .different types of status condi- 
tions or different types of message formats. This in- 
: eludes machines which have different types of transac- 
tion function devices and capabilities. 
.[0140] The technique, of .transferring a data object 

so trnay also.be used to conduct testing or modification of 
transaction function devices. For example, indicia in the 
data object may be modified by a servicer and the object 
passed back to the machine. The software in the ma- 
chine may cause the transaction function devices to op- 

ss orate or change conditions or programming in response 
to the modified data object. This may include for exam- 
ple clearing a fault indication or causing a device to op- 
erate to clear a jam or to conduct a test. The results of 
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such activity may be reflected in modified indicia in the 
data object which may then be transferred to the com- 
puter in the diagnostic terminal. Of course, the ap- 
proaches discussed herein are exemplary and other ap- 
proaches will become apparent to those skilled in the $ 
art from the description herein. 
[01 41] Figure 25 shows a schematic view of a network 
configuration for an alternative embodiment of the au- 
tomated banking machine. 

[0142] The embodiment shewn in Figure 25 includes to 
an automated banking machine specifically adapted for 
operating in connection with conventional automated 
banking machine systems such as systems which op- : 
eraie using Dieboid 91 X ATM massage formats or other - 
non-HTTP conventional format 'A host computer 1 20. is *5 
a conventional ATM host which communicates using browser portion 1 28 is enabled to access documents of 
such messages: The host communicates with an inter- - , its home bank for purposes of obtaining content and in- 
face server schematically indicated 1 22. Interface serv- * structbns for purposes otoutputting information to cus- 
er 1 22 operates in ihe manner previously discussedand x tomers a3 well as for operating devices on the machine, 
is in operative connection with a memory that- includes. 20. Servers 134 and 1 36 are representative of otherservers 
4 the information necessary to convert HTTP messages which the automated banking machine may be instruct- 
that pertain to a transaction request to a 91 X request - ; . ed to access for purposes of downloading documents 
message or other conventional message, which can be u which include information or instructions. Often such 
handled by host computer 120. Likewise interface serv- documents from non^ome bank servers will include in- 
er 122 and the instructions and data stored in memory ss. formation which is to be presented to customers such 
1 :<1 1 are opeiativet6 convert a conventional 91 X command . as advertising, promotional material, stock quotationsor 
' r: ' message or other conventional command messages >; ; othentypes of information. It should be understood that 
- : "- '■ " from the host 120 into : HTTP messages which can be : the servers t.34 and T36 may be directly connected to 
used oy the automated banking machine to carry out the ; network 130 or may be accessed through other net- 
comrnarid. Similarly interface server 122 is operative to^ 30 works and;servers. In seme embodiments such servers 
receive the HTTP messages which correspond to the may be accessed through. the Internet for purposes of 
response of the automated banking machine to the com- providing documents to the automated banking ma- 
mands and to produce a 91 X response message or oth- chine. 

, er conventional response message to the host; In ac- [0145] Document handling portion 1 28 includes a ter- 
complishing these functions the interface server com- 3S minal theater software portion schematically indicated 
munioates with a interface client 124 which in the pre- 138. Terminal theater portion 138 is schematically 
ferred embodiment is a COMM plug in which operates . shown in greater detail.in Figure 26. Terminal theater 
on the banking machine terminal under a Windows NT® portion 138 includes a back stage frame 140 and a 
operating environment. Interface server 122 also in- : . theater frame 142. The backstage frame 140 although 
eludes a command/status gateway 126. The command/ 40 ■ it resides in the browser, is not visible on the screen of 
status gateway is operative to receive command and. the automated banking machine. The theater frame 142 
status messages from the software portions handling * is a visible frame and controls what is shown to the cus- 
the functionafduvices within the i machine. The messag- : ,tomer. < 

es concerning the devices are used in producing trans- ; [0146] As schematically represented in Figure 25 the 
action messages to send back to host 1 20. In addition, .45- HTML document handling portion also includes a termi- 
the command status gateway portion also produces sta- . nal director portion 1 44. The terminal director portion in- 
tus messages indicative of the status of devices which - eludes directors which are related instances of applets 
may also be communicated* to the host. v 
[0143] The interface server* 122, command status : 
gateway portion 126 and interface client 124 may reside so 
in software on the automatod banking machine terminal. 
In this configuration the terminal appears to the host 
computer to be a conventional machine. Alternatively in- 
terface server 122 and command status gateway por- 
tion 126 may reside on a separate server, while the in- ss 
terface client portion 124 may reside on the terminal. 
This enables the interface server 122 to handle a 
number of automated banking machines by connecting 



the machines to the interface server through a network. 
[01 44] The alternative configuration of the automated 
banking machine system shown in Figure 25 is particu- 
larly adapted for use in connection with existing ATM 
system. The machine includes an HTML document han- 
dling portion 128 which includes a browser which oper- 
ates in the manner of the embodiments previously de- 
scribed. The HTML document handling portion is alter- 
natively referred to as a browser herein for purposes of 
simplicity. The HTML document handling portion oper- 
ates in connection with a network 1 30 to access HTTP 
records in the form of HTML documents through servers 
132, 134 and 1 36. For purposes.of this example server 
132 will be considered; the server of the home bank 
which operates the automated banking machine. The 



which are used in carrying out particular types of trans- 
actions. The terminal directors generally correspond to 
the operation of the JAVA applets in the previously de- 
scribed embodiment. 

[0147] . The automated banking machine of the alter- 
native embodiment further includes a transaction serv- 
ices application (TSA) schematically indicated 146. The 
transaction services-application provides security, ter- 
minalcondition, terminal authorization and key manage- 
ment services within the automated banking machine. 
The transaction services application includes a function 
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for communicating HTTP messages with the interface 
server 1 22. The transaction services application may al- 
so communicate through a network such as network 1 30 
in a manner later explained. The transaction services 
application also provides a server Function which ena- 
bles the transaction services application to carry out the 
functions of the device server 92 in the previously de- 
scribed embodiment. 

[0148] The automated banking machine of the alter- 
native embodiment further includes JAVA common de- 
vice interfaces schematically indicated 148. The JAVA 
common device interfaces in the preferred embodiment 
are related instances of applets which control and coor- 
dinate the operation of the functional devices 150 of the: , 
machines which perform" transaction functions: The 
~ functional devices may include devices of the types de- 
scribed in connection with the previous embodiment or - 
: • other types of devices which operate to carry out a f uncr 
tioh related to a transaction. The JAVA common device 
interfaces 148 communicate with the functional devices 
through common device interfaces schematically repre- 

* sented 152. The common device interfaces (GDIs) pro-, 
vide an interface that controls the electromechanical 
modules in the functional devices included in the auto- 
mated banking machine. The common device interfaces 
are schematically shown in connection with a diagnostic 
server 1 54. The diagnostic server operates in a manner 

- similar to server 109 of the previously described embod- 
iment. The diagnostic server 154 is useful in diagnosing 

r status and in correcting problems with the devices in the 
automated banking machine. 
[0149] Referring again to Figure 26 the backstage 
frame 140 within the terminal theater portion 138 is a 
component called the backstage applet 156. The back- 
stage applet 156 is preferably a relatively thin compo- 
nent. Instructions referred tb as script included in docu- 
ments accessed by the browser selectively cause the 
backstage applet to notify a tenninal director when an 
action is to take place in response to the instructions 
included in the accessed document. The backstage ap- 
plet also operates' to request that a new HTML docu- 
ment be accessed. The backstage applet also provides 
access to the shared transaction data object previously 
discussed which holds transaction data. 
[01 50] The theater frame 1 42 controls the user inter- 
face as seen by the user of the automated banking ma- 
chine terminal.* Client HTML schematically represented 
158 in the theater frame 142 defines the identifying in- 

* dicia associated with events sent to a director manager 
through'the backstage applet and provides an interface 
to the director manager's public methods. The director 
manager schematically indicated 160 in Figure 26, has 
a class which resides in the transaction services appli- 
cation (TSA) 1 46 as shown. The director manager class 
residing in the TSA process inoperative to load the ter- 
minal directors 144tothe HTML document handling por- 
tion. The director manager also includes a backstage 

" applet class that resides in the backstage frame 140. 



The backstage applet class of the director manager pro- 
vides an interface.for the client HTML to make requests 
on the director manager. Instructions in HTML docu- 
ments can pass events through the backstage applet 

5 156 to the director -manager. Such events include a re- 
quest to authorize a transaction. Such requests may al- 
so include indications that the customer has completed 
a transaction or that a document loaded by the browser 
includes instructions requesting that the session be ter- 

10 minated. Other events which can be passed through the 
director manager include print events. Other events 
which can be passed through the backstage applet to 
, the director manager include an indication that an entry 
was cancelled, or other defined user events. 

is [0161] In response to- receiving events the director 
manager of the embodiment shown responds to instruc- 
tions in documents accessed by the browser to perform 

„ , functions which include changing the content of the 
theater frame 1 42. The director manager responsive to 

20 such instructions, also changes the active terminal di- 
rector class. The directormanager also caches terminal 
director classes for later use or loads terminal director 
classes and HTML documents from a list of available 
. servers. The director manager also provides access to 

25 the shared transaction data object holding transaction 
data for a particular transaction. The director manager 

■ - also sends, terminal theater events to the backstage 
control class of the current .terminal director and pro- 
vides a screen timeount timer. Of course in other em- 

jo bodiments the terminal director may carry out other 
functions, . 

[0152] In operation of the alternative embodiment 

- shown in Figure 25, the terminal directors 144 in the 
transaction services application 146 enables selectively 

35 accessing documents with the HTML document han- 
dling portion 128. The documents accessed may in- 
clude instructions which are used to operate the auto- 
mated banking machine and the functional devices ther- 

- eon. The transaction services application 146 is further 
40 operative to communicate the HTTP messages which 

are passed to the interface server 122 and which are 
used to generate conventional ATM messages which 

• can be handled by the host .1 20. The dispensing of cur- 
rency and other transfers of vaiue are carried out in re- 

45 sponse to approval from the host 1 20, while the interface 
and other functions are controlled through instructions 
in documents accessed through the browser. 

- [01 53] in one preferred embodiment the ATM or other 
transaction machine communicates with the conven- 

so tional ATM host by passing the transaction data object 
between the computer in the ATM and the interface 
server. This transfer is preferably accomplished by the 
remote message invocation (RMI) feature of software 
cuch as JAVA. Of course other methods for transferring 

ss the data object file using HTTP may be used. 

[0154] „ As previously discussed, the transaction data 
. object holds transaction data. The machine acquires da- 
..ta pertinent to the transaction such as account data from 
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a card, a customer's PIN number, requested transaction 
(s) and amount(s), and includes this data among the 
transaction data. 

[0155] Once the data needed to generate a conven- 
tional ATM transaction message is represented in the 
transaction data, the data object is transferred to the in- 
terface server. The interface server is in operative con- 
nection with a database 1 23 or other item holding con- 
version data as schematically indicated. The conversion 
data is used by the software associated with the server 
to generate a conventional ATM transaction request 
message to the host 120. The conventional message 
may be formatted as a conventional 91 X message or 
other conventional non-HTTP transaction message. 
[0156] After processing thehcst 120 responds with a 
conventional response message. The components of 
the response message are received at the server and 
processed responsive to the conversion data to produce 
modified transaction data inthe data object. This mod- 
ified transaction data preferably includes data indicative 
of whether the requested transaction is authorized or 
denied, as well as other data. For example, if the trans- 
action is denied it may-include data which is. indicative 
of the reason for the denial 

[0157] The transaction data.object with the modified 
transaction data is then transf erred to the computer op- 
erating the ATM by RM! or other transfer method, pie - 
transaction services application 146 operating in scftr 
ware receives the data object and operates the trans- 
action function devices responsive to the modif iedtrans- 
action data. The transaction, data object has the trans- 
action data;therein further modified by the inclusion of 
informatiorr concerning operation of the devices. After 
the devices have operated, the transaction data object 
with the further modified transaction data is passed back 
to the interface server 1 22. The modified transaction da- 
ta is then used to generate a message to the ATM host 
The message to the host includes data corresponding 
to the modified transaction data. Usually this message 
is a conventional non-HTTP completion message indk 
eating whether the transaction was successfully carried 
out by the transaction function devices. 
[0156] The format of the non-HTTP conventional 
transaction messages may be readily changed in the 
described embodiment This can be achieved through 
the use of plug-ins. The ptug-ins are operative, to put, 
data into, and to extract data from, the transaction data 
object. Tne plug-ins achieves conversion between the . 
transaction data and^desired conventional non^HTTP 
messages. The use of plug-ins enables more readily. us- 
ing the ATM of the described embodiment in connection 
with varied types of conventional transaction networks. 
[01 59] Transaction data in the transaction data object 
is also preferably operative to have the computer oper- 
ate the browser to access selected HTML documents. 
This may be done to indicate that the transaction is au-. 
thorized or denied, as wallas to access specific docu- 
ments responsive to components of the message. For 



example, customers of banks other than the one oper- 
ating the ATM may be .given certain promotions not pre- 
sented to the bank's existing customers. The transac- 
tion data indicative of why a transaction is denied can 
5 be used. to access documents which provide an expla- 
nation, or can encourage the customer to take other ac- 
tion, such as to take a cash advance on a credit card or 
to apply for a loan. 

[0160] The system schematically shown in Figure 25 

10 is an example of an automated banking machine system 
that achieves the wide variety of interface options avail- 
able through the use of an HTML interface while pre- 
serving compatibility with existing banking machine sys- 
tems and the security techniques associated therewith. 

T5 Of cou rse in other embodiments alternative approaches 
and configurations may be used. 
[0161] A further advantage incorporated into the sys- 
tem schematically represented in Figure 25 is the ability 
to operate the software components of the described 

20 embodiment of the present invention in existing auto- 
mated banking machines. As wiHbe appreciated, the 
handling of HTML documents in conventional comput- 
ers requires inputs through a QVVERTY type keyboard 
as well as mouse clicks in locations corresponding to 

25 icons or other features on HTML documents to success- 
fully navigate and use such documents. Conventional 
. automate^ banking machines generally do not include 
a mouse or full keyboard. Rather conventional automat- 
ised banking machines generally Include an alphanumer- 

20 \c keypad similar to that used on telephones, as well as 
Junction keys. Embodiments of the present invention en- 
able the operation of the system with terminals which 
have such interfaces operate in a manner which attains 
benefits as described elsewhere. 

35 [0162] Figure 27 shows an example of a conventional 
automated banking machine interface 162. Interface 
162 includes an output device which includes a screen 
164. Screen 164 may be a CFTT, LCD or other conven- 
tional display screen. In the embodiment shown screen 

40 1 64 is not a touch screen as in the previously described 
embodiment A plurality of function keys 166 are dis- 
posed at locations adjacent to the screen 1 64. A keypad 
168 is also included in the interface 162. Keypad 168 
includes alphanumeric keys as well as certain other 

45 dedicated keys such as 'cancel - , "correct" and "ok". 
Other keys on the keypad are generally blank but in 
. . some instances may be used. 
[0163] In the operation of a conventional automated 
banking machine, screen data which is generated from 

so information stored in the terminal memory produces de- 
. fined transaction screens which are presented graphi- 
cally on the screen 164. The screens appear in a se- 
quence in response to the transaction function selected 
by the customer. Conventional screens also generally 

55 include text or graphics representative of selections that 
can be made by a customer. These text or graphic op- 
tions generally includes lines or other indicia which ex- 
tend to the edges of the' screen adjacent to one of the 
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function keys 1 66. A user is enabled to select the options 
by pressing the function key which is pointed to by the 
selection. Likewise in the operation of the automated 
banking machine a user is enabled to input the alpha- 
numeric characters which comprise the PIN number as 
well as numeric amount information and other instruc- 
tions by pressing the keys in the keypad 168." 
[01 64] In one embodiment of the present invention the 
software operated in the automated banking machine 
operates to convert standard ATM key inputs to operat- 
ing system events such as a mouse click in a desired 
location of an input from a QWERTY type keyboard. The 
software components which enable carrying out this 
-function are shown in Figure 28-30. These functions in- 
clude a keypad applet 170. The keypad applet 170 in 
the described embodiment is included among the ap- 
plets in the terminal directors 144. The keypad applet 
' 170 supports a subset of the keyboard common device--- 
interface (GDI) functionality. ' - - 

[0165] The keypad applet 1 70 coordinates with a key : 
board command server which operates in the transac- 
tion services application 1 46. the server in the transac- 
tion services application communicates with the com-* 
mon device interface for the keypad and function keys, 
schematically indicated 172. The key GDI in the pre- 
ferred embodiment is a JAVA program which is referred ^ 
to as a wrapper fc-r trie common device interface asso- 
ciated wrth the fuh^ 

[0166] The software further includes a keyboard map- c 
per program schematically indicated 174. The keyboard 
mapper in the preferred embodiment is in connection 
with a database 1 76 which stores a plurality of map sets. 
In the preferred embodiment the keyboard mapper is an 
extension' of the keyboard class of objects used for op- 
erating the keyboard. The keyboard mapper operates 
to store sets of keymaps in the database 176.' This is 
accomplished by reading information in a configuration " 
database for the ATM to obtain the keymaps that are 
operated in the particular machine. During operation, 
the keyboard mapper selects one of the keymaps as the 
current set. This is done in response to the keypad ap- 
plet and is based on instructions in HTTP records which 
are selectively accessed. The keyboard mapper may 
select keymaps responsive to instructions in HTMU doc- 
uments loaded through the browser. The keyboard map- 
per is also operative to enable the keypad and function - 
keys appropriate for the particular mapset selected. The 
keyboard mapiper is further operative responsive to'the' 
selected mapset to translate a keypad input signal or a 
function key input signal into a respective keyboard or 
mouse, input signal which is then delivered to the key- 
board input stream or the mouse input stream of the op- ■'■ 
eratirig system of the computer in which the software 
operates. 1 

[0167] In the preferred embodiment the mapsets are 
each comprised of hash tables: Keymap objects aie- 
stored as values in the hash tables such that each object 
includes the values and operations necessary to convert ' 



any appropriate ATM key event to an operating system 
input event. 

[0168] As can be appreciated in the case of function 
keys adjacent to the ATM screen it may be desirable to 
s provide a mouse input to the mouse input stream that 
corresponds to a particular coordinate location for the 
mouse input. This is provided by the keyboard mapper 
using the selected keymap set. The various keymap 
sets enable the different function keys to provide differ- 
to ent types of inputs to the computer operating system re- 
sponsive to the HTML document displayed on the 
browser. Further the keyboard mapper causes the 
pressing of a selected key to produce an input corre- 
sponding to a mouse click at a selected x,y coordinate 
is position oh the screen. It should be understood that ei- 
ther keypad keys or function keys can be used to pro- 
duce mouse inputs. Likewise function key inputs may 
be converted to keyboard inputs. In some embodiments 
however it will be desirable to disable the mouse indi- 
20 - cator on the screen such that the user does not notice 
a usual mouse icon. Such disabling may include in some 
embodiments reducing the size of the mouse icon such 
that it is so small that it cannot be readily seen by a user 
of the machine. 
25 '[0169] During portions of some transactions it may be 
unnecessary for the user to press any keys. I n such sit- 
uations sonic preferred embodiments of the invention 
^operate to disable the keypad keys and/or function keys. 
Because resources of the computer are used in polling 
30 such keys for inputs, the cessation of such polling during 
appropriate times enables the computer resources to be 
devoted to carrying out other functions. This will in- 
• crease the speed at which other activities may be car- 
ried out. This may be accomplished in some embodi- 
es ments by the keypad applet operating to remove the key 

• devices from a poll list, 

[0170] Figures 28r30 include schematic depictions of 
examples of the operation of the keyboard mapper and 
the keypad applet. Figure 29 shows an example of an 

40 input to the keypad 1 68. In this example the keypad ap- 
plet 1 70 generally in response to instructions in an HTTP 
record such as an HTML document or other events, 
transmits and enables events to the transaction services 
application 1 46. In response a mapset is selected from 
■ 4S the database 176:corresponding to the particular map 
name. The keyboard command server is further opera- 
tive to enable the appropriate keys of the ATM. 
[0171] In this example, in response the customer 
- pressing the "OK" key on the keypad the CDI generates 

so an appropriate signal to the transaction services appli- 

• cation. As will be noted from Figure 27 a "OK" key is 
referred to by convention as the V key of the ATM in- 
terface. The transaction services application transmits 
the signal generated from the pressing of the 'J' key by 

ss the customer to the keyboard mapper 1 74. In response 
to receiving the signai,.the keyboard mapper operates 
to resolve the object in the mapset corresponding to the 
map name whichwill convert the function key input sig- 
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nal to a keyboard input signal which is recognized by 
the operating system. By catling the selected object from 
the mapset, a keyboard input signal is produced and de- 
livered into the keyboard stream of the computer. This 
is represented by keyboard stream 178. In the embod- 
iment shown the keyboard stream is an input to the Win- 
dows NT® operating system. The keypad applet 1 70 op- 
erates to sense the input through its corresponding key 
listener. Applet 170 is also operative to receive the event 
and may operate to display an icon or other graphic cor- 
responding to what the customer nas input. 
[0172] Figure 28 shows operation of the keyboard 
mapper in situations where the transaction servicas ap- 
plication operates to prevent transmitting the data input : 
by the customer to the applet 1 70. This may be desirable 
for example, in situations where the input by the cus- 
tomer is the customer's PIN brother data which is not 
to be displayed. In these circumstances the transaction 
services application 146 operates to hold the data ir.put 
by the customerand to send only a signal representative 
of a holding character, in this case a "*■ symbc! back to 
the browser. This is done selectively in response to the 
instructions contained in documents accessed by the 
browser or in other HTTP records accessed by the com- 
puter which indicates that the input by the customer cor- 
responds to their PIN" or other data which is not to be 
sent to the browser. In We' example shown in Figure 28 " 
only the holding character is passed through the key- 
board mapper to the browser In situations where the 
HTTP record accessed invokes methods in which nu- 
merical values are to be sent to the browser and/or dis- 
played on the screen (such "as the amount of a withdraw- 
al transaction) the signal sent by the transaction servic- 
es application to the browser is indicative of the numer- 
ical value associated with the key pressed. 
[0173] Figure 30 is a further example of the operation- 
of the keyboard mapper in this case the input corre- 
sponds to a function key 166. In this case the input is 
caused by pressirtglhe function key "A" which is shown 
adjacent to the upper right hand corner of the screen as 
shown in Figure 27. the signal generated in : response 
to pressing the f unction key ispassed to the keyboard 
mapper which in response to the data obtained from the 
data store 176 outputs a mouse input corresponding to 
a mouse click. The mouse input includes data repre- 
sentative of the x and y coordinates on the screen where 
the mouse click is to be provided. This mouse input sig- 
nal is passed to the mouse stream input schematically- 
represented 180. 

[0174] As will be appreciated to enable the automated 
banking machine which processes HTML documents to 
operate using a conventional ATM interface the mouse 
input will generally include coordinate locations which 
correspond to a location on the screen adjacent to the 
particular function key. This is because the icon, line,' 
text or other indicia which the customer is selecting by 
pressing the key will pref eraoiy appear or extend on the 
screen "adjacent to the key. In this way the customer is 



aware through the visual presentation what key to press 
to make a corresponding selection.- A number of function 
keys adjacent to the screen may be operative at any one 
time. The customer may make selections by pressing a 

5 function key at one location and then a function key at 
another location disposed from the first location. This 
will resultin signals being sent to the mouse stream cor- 
responding to mouse clicks at coordinates on the screen 
adjacent to the function buttons pressed by the custom- 

10 er. During transactions various combinations of function 
and keypad keys may be operative and mapped to var- 
ious keyboard and mouse inputs as determined by the 
selected mapsets. I n addition developers may develop 
special mapsets corresponding to the particular graph- 

15 ics in HTML documents which are displayed. 

[0175] In the foregoing manner keypad inputs to a 

■ conventional ATM or other automated banking machine 
keypad can be translated into conventional keyboard or 
mouse inputs which csn be identified and processed in 

20 a conventional -keyboard :input stream or mouse input 
stream to a computer. Likewise function keys may be 
translated into mouse inputs at selected locations and 
delivered into the mouse input stream for processing by 
the computer or may be converted into keyboard inputs 

25 and deiiveredrto the keyboard input stream. A further 
< advantage of the described terminal configuration is that 

■ keys may bo selectively disabled except when they are 
'■' needed. This may re Juce instances of attempts to im- 
■v properly access the*machine by pressing keys on the 

so keyboard. 1 Further ;as previously discussed steps may 
also be taken to disable keys when they are not needed 
- to increase -transaction processing speeds. 

[01 76] A further advantage achievable with some em- 
bodiments of the present invention is the ability of the 

3$ automated banking machine, to provide printed docu- 
ments based on instructions in HTML documents. Such 
printed items may include tickets, travelers checks, 
money orders, bank checks, scrip or other types of doc- 
-ume'ntSi The ability of preferred embodiments to access 

40 and process HTML documents enables the printing of 
graphics and other indicia which can produce printed 
documents having, selected appearance features and 
- selected ornamental designs. This can reduce the need 
to utilize preprinted forms and also enables the printing 

45 of a greater variety of printed formats. Further the con- 
figuration of some embodiments of the machine enable 
printing only selected portions of transaction information 
for. record keeping purposes within the machine while 
providing versions including enhanced graphics or other 

so attractive features to customers. 

[0177] Figure 31 is a schematic representation of the 
• operation of the system in printing forms using a printer 
in an automated transaction machine. The preferred 
form of the invention uses the WIN32 printer services 

55 which operate under Windows NT® 4.0. In the exem- 
' plary transaction shown, the director manager class 1 80 
operating in the terminal theater portion 138 initiates a 
print receipt transaction by requesting a printer director 
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182 to print a receipt. The printer. director in one pre- 
ferred embodiment is a collection of instances of related 
JAVA beans which operate to carry out printing activi- 
ties, and is one of the directors among the terminal di- 
rectors 144. The printer director includes a print class 
which is schematically shown separately which is oper- 
ative to invoke a print URL method. The printer class in* 
the preferred embodiment includes access to the 
shared transaction data object which includes the cus- 
tomer specific information concerning the transaction 
that includes indicia representative of information to be 
printed. In the case of an automated banking machine 
this may include for example indicia representative in- 
formation which is read from a customer's card input to 
the machine and read by.a card reader. This would in- , 
elude for .example the customer's* name and account, 
number. The other transaction information may include .: 
the types of transactions conducted such as a.deposit, 
withdrawal or inquiry as well as the amount, involved in 
each respective transaction 

[0178] The transaction services application 146 re- . 
ceives the print request and passes the URL string to 
the Wl N printer object 1 84 by the print URL method. The. 
URL address in one preferred embodiment is. the ad- 
dress of an HTTP record such as an^HTML; document 
that will be used to format the.document to be printed, 
• in this case a receipt. This HTML document contains the , 
embedded JAVA script that processes transaction daja 
from the transaction .data object. The URL address of 
the document may be on a local machine or may be re- 
trieved from another server such as through a network 
schematically indicated 186. Network 186 may be a lo- 
cal area network or a wide area network depending on 
the configuration of the machine. - - 

[0179] The WIN printer object 184 next navigates to 
the address of the document to be accessed. This is 
done in the preferred embodiment using Microsoft's C 
Web Browser2 ActiveX control. When the HTML docu- 
ment has been loaded the ActiveX control automatically _ 
begins processing" the content of the accessed docu- 
ment. The transaction services application 146 invokes 
the print URL method of the Wl N-printer object 1 84. The 
WIN printer object uses the ActiveX control to print the 
current HTML document This printing is processed by 
the Windows NT<8> print spool and graphics compo- 
nents. 

[0180] The JAVA GDI receives an event f rom the print 
monitor component 1 92 that indicates the completion of 
print spooling. This indicates that a file is now available 
to be read and sent to the common device interface 
(CDI) 188 of the receipt printer. 
[0181] Next a printer object 190 invokes a read data 
function in the print monitor 192 to determine the loca- 
tion and size of the print data file. The print object 190, 
sends the data or the path name of the data file to the 
printer CDI 188. The printer CDI 188 then passes the 
print data to the printer hardware. This results in printing 
of the document. 
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[0182] Once the receipt is printed the applet from the 
printer director 182 issues a request to deliver the print- 
ed receipt. The delivery request is passed through the 
transaction services application 146 to the printer object 
190. The printer object 190 invokes the deliver method 
on the printer CDI 188 to cause the receipt to be deliv- 
ered to the user of the machine. The operation of the 
software components enables selectively accessing 
document formats as well as using instructions con- 
tained in the documents to include transaction data with- 
in the printed documents. This enables producing doc- 
uments of varied types. In addition it enables providing 
printing different types of documents for different cus- 
tomers. This may be desirable when providing market- 
ing information Jcouponsor similar indicia on transaction 
receipts. This approach further simplifies providing 
^printed formats in various^ languages by developing 
HTML documents which provide printed forms in differ- 
ent languages. In addition the methods described herein 
may be used for providing marketing to customers by 
profile or types of customer categories, as well as on a 
segment of one basis. 

[0183] While the -printing method previously de- 
scribed is discussed in connection with delivering trans- 
action receipts, similar metbpcjs may be invoked for the 
^printing of statements for customers as well as for print- 
ings transaction journal within trie automated banking 
c machine. Further by, accessing selected documents 
^controlling the format of printing the information journal 
, : records may be provided with consolidated information 
; in a manner which enables conserving journal paper 
within the machine by not printing promotional or other 
t types of information that is provided on customer docu- 
ments.. , 

[01 84] The printing method herein described also en- 
ables printing various types otoptical indicia such as bar 
.code or other types of machine readable indicia which 
can be used for printing coupons, checks or similar ar- 
ticles.. Such coding may facilitate tracking the use of 
such items by customers for.purposes of evaluating the 
effectiveness of various marketing efforts. In addition 
machine readable indicia may be used for printing on 
items such as deposit envelopes and/or in transaction 
journals. Such printing may facilitate reading such items 
by machine to verify the contents of deposits. 
[0185] the printing. capabilities achieved through the 
presently described methods also enable the printing of 
selected graphical materials. This may include for ex- 
ample materials which include imbedded digital signa- 
tures which can be used to verify the genuineness of the 
items printed. This may be particularly useful for exam- 
ple in situations where the transaction machine is used 
to print scrip, travelers checks, betting slips or other 
items having independent value.. In addition printed doc- 
uments in full color may be produced by including a color 
printer in the transaction machine. 
[01 86] Computer software used in operating automat- 
ed transaction machines embodying the present inven- 
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tion and connected computers may be loaded from ar- 
ticles of Various types into the respective computers. 
Such computer software may be included on and loaded 
from one or more articles such as diskettes or compact 
disks. Such software may also be included on articles 
such as hard disk drives, tapes or ready only memory 
devices. Other articles which include data representa- 
tive of the instructions for operating computers in the 
manner described herein are suitable for use in achiev- 
ing operation of transaction machines and systems in 
accordance with embodiments of the present invention. 
[0187] The exemplary embodiments of the automated 
banking machines and systems described herein have 
been described with reference to particular software 
components and f eatures. Other embodiments of the in- 
vention 'may include other or different software compo- 
nents which provide sirniiair functionality. v . < 
[0188] In the foregoing description certain terms have 
been used for brevity, clarity and understanding. How- 
ever no unnecessary limitations are to be implied there- 
from because such terms are for descriptive purposes 
and are intended to be broadly construed. Moreover the 
descriptions and illustrations herein are by way of ex- 
amples and the invention is not limited to the details 
shown and described. " ' : 
[01 89] I n the following claims and clauses any feature 
described as a means for performing a function shall be 
construed as encompassing any means capable of per- 
forming the recited function and shall not be deemed 
limited to the particular means shown in the foregoing 
description or mere equivalents thereof. 
[0190] Having described the embodiments, aspects, 
features, discoveries and principles of the invention, the 
manner in which it is constructed and operated and the 
advantages and useful results attained; the new and 
useful structures, devices, elements, arrangements, 
parts, combinations, systems, equipment, operations, 
methods, processes and relationships are set for:h in 
the appended independent and dependent claims and 
clauses, wherein it will be understood that features of 
the independent and dependent clauses may be com- 
bined with the independent and dependent claims as 
aippropriate and in combinations other than those ex- 
plicitly set out ; in the clauses and claims. 

" 1 . Apparatus comprising: ' ' 

an automated transaction machine, including: 

an output' device, wherein the output device 
outputs information, whereby a user is enabled 
to perceive outputs from the output device; 
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an input device, wherein the input device is op- . 
erate to receive inputs, whereby a user is ena- 
bied to provide inputs to the machine; 55 

a transaction function device, wherein the 
transaction function device is selectively oper- 



ative to carry out a transaction function; 

a computer, wherein the computer is in opera- 
tive connection with the output device, the input 
device and the transaction function device; 

software executable in the computer, wherein 
the software includes a browser, wherein the 
browser is operative to process HTML docu- 
ments including instructions therein, and 
wherein the transaction function device is op- 
erative to carry out the transaction function re- 
sponsive to the browser processing a docu- 
ment, including an instruction to operate the 
transaction function device. 

2. The apparatus according to clause 1 wherein the 
transaction function device includes a sheet dis- 
penser. 

3. The apparatus according to clause 1 wherein the 
transaction function device includes a card reader. 

4. The apparatus according to clause 1 wherein the 
transaction function device includes a printer. 

5. The apparatus according to clause 1 wherein the 
transection function device includes a depository. 

6. The apparatus according to clause 1 wherein the 
transaction function device includes a keyboard. 

7. The apparatus according to clause 1 wherein the 
software is operative responsive to an instruction to 
access an HTTP record address, wherein the HTTP 
record address corresponds to an HTTP record in- 
cluding instroctions for operating the transaction 
function 

8. Apparatus comprising: 

an automated transaction machine including: 

at least one type of transaction function device, 
wherein the type transaction function device is 
selectively operative to carry out a transaction 
function; 

a computer, wherein the computer is in opera- 
tive connection with the transaction function 
device; 

software executable in the computer, wherein 
- the software includes a browser, wherein the 
computer operates the browser to access an 
HTML document responsive to the type of the 
. ; transaction function device in the machine. 

9. The apparatus according to clause 8 wherein the 
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machine includes a plurality of types of transaction 
function devices, and wherein the computer oper- 
ates the browser to access the document by gen- 
erating an address and wherein at least a portion of 
the address is indicative of at least one of the types 
of transaction function devices included in the ma- 
chine. 

- 10. The apparatus according to clause 8 wherein 
the type transaction function device includes a de- 
pository. 

11 . The apparatus according to clause 8 and further 
comprising a server, wherein the server is operative 
to deliver at least one document to the browser, 
wherein the document is delivered responsive to ; 
the one type of transaction function device in the 
machine. * ~ ~ - t 

12. The apparatus according to clause 11 wherein 
the transaction function device in the machine in- 
cludes a sheet dispenser, and wherein the machine 
does not include a depository for carrying out de- 
posit transactions, and wherein the one document 
delivered by the server includes no reference to a 
deposit transaction. 

13. The apparatus according to clause 11 whe/ein . 
the transaction function devices in the machine in- 
clude a sheet dispenser for carrying out a dispense 
transaction and a depository for carrying out deposit 
transactions, and wherein the one document the 
server is operative to deliver to the browser includes 
a reference to both a dispense transaction and a 
deposit transaction. 

14. Apparatus comprising: 

an automated transaction machine including: 

a plurality of types of transaction function de- 
vices, wherein each type of transaction function 
device is selectively operative to carry out a 
transaction function; 

at least one output device, wherein an output 
device is selectively operative to provide user 
outputs; — 

a computer, wherein the computer is in opera- 
tive connection with a memory, the output de- 
vice and each of the transaction function devic- 
es, and wherein the memory includes device 
data representative of a plurality of transaction 
function devices in the machine; 

software executable in the computer, wherein 
the software includes a browser; 
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a server in operative connection with the com- 
puter, and a plurality of HTML documents de- 
liverable through the server; 

wherein the computer is operative to communi- 
cate data representative of the device data to 
the server and wherein the server is operative 
responsive to receipt of the device data to de- 
liver at least one HTML document to the brows- 
er for processing wherein the computer is op- 
erative responsive to the one HTML document 
to operate the output device. 

15. The apparatus according to clause 14 wherein 
the one document includes instructions to operate 
at least one device, and wherein the computer is 
operative responsive to the one document to oper- 
ate the device. : 

16. The apparatus according to clause 14 and fur- 
ther comprising server software in operative con- 
nection with the server, wherein the server software 
is operative to generate the one document respon- 
sive to the receipt of the data representative of the 
device data. 

17. A method comprising the steps of: 

providing a plurality of HTML documents, 
; -, wherein each of the documents is accessible 
through a server, wherein a first document in- 
cludes a first reference, wherein the first refer- 
ence is to a first transaction type carried out by 
a first transaction function device, and wherein 
a second document is accessible through the 
server and includes a second reference, 
wherein the second reference is to a second 
transaction type carried put by a second trans- 
action function device; and 

accessing with a browser operating in a com- 
puter in an automated transaction machine, ei- 
ther the first or the second document wherein 
the first document is accessed when the ma- 
chine includes the first transaction function de- 
vice but not the second transaction function de- 
vice, and wherein the second document is ac- 
cessed when the machine includes both the 
first and the second transaction function devic- 



1 8. The method according to clause 1 7 wherein the 
accessing step includes accessing the first docu- 
ment at a, first address, or accessing the second 
document at a second address. 

19. The method according to clause 17 and prior to 
the providing step further comprising the step of de- 
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livering to the server from the machine device data 
representative of the transaction function devices 
included in the machine, wherein the document ac- 
cessed in the accessing step is accessed respon- 
sive to the device data: $ 

20. A system comprising: 



at least one server; 



10 



a plurality of HTML documents accessible 
through the server, wherein each of the docu- 
ments is accessible at a corresponding docu- 
ment address, wherein the documents include 
a first document accessible at a first address, 15 
the first document including first material; 

a first transaction machine, wherein the first 
transaction machine is located at a first loca- 
tion, wherein the first material is targeted to us- 20 
ers of the first transaction machine, wherein the 
first transaction machine includes a first com- 
puter and a first output device, wherein the first 
output device is in operative connection with 
/". the first computer and 2S 

" : first software executable in the first computer, 
" wherein the first software includes a first brows- - 
er, wherein the 1 list browser is operative to ac- 
cess the first document at the first address and 30 
wherein the first computer is operative respon- 
sive to the first document to output the first ma- 
terial through the first output device. - 

21 . Ilie system according to clause 20 wherein the 35 
documents include a second document accessible 
at a second address, the second document includ- 
ing second material, and further comprising: 

a second transaction machine, wherein the *o 
second transaction n tachine is located at a sec- 
ond location, wherein the second material is 
targeted to users of the second transaction ma- 
chine, wherein the second transaction machine 
includes a second computer and a second out-" ' 45 
put device, wherein the second output device 
is in operative connection with the second com- - 
puter; and 

second software executable in the second so 
computer, wherein the second software in- 
cludes a second browser, wherein the second 
browser is operative to access the second doc- 
ument at the second address and wherein the 
" computer is operative responsive to the second ss 
document to output the second material 
through the second output device. 



22. The system according to clause 20 wherein the 
first material includes material in more than one hu- 
man language. 

23. The system according to clause 20 wherein the 
first material includes currency exchange informa- 
tion. 

24. The system according to clause 20 wherein the 
first material includes advertising material. 

25. The system according to clause 21 wherein the 
first material includes first advertising material and 
th9 second material includes second advertising 
material. 

26. The system according to clause 20 wherein the 
first transaction machine further includes a first 
sheet dispenser device in operative connection with 
the first computer, and wherein the documents in- 
clude a further document accessible at a further ad- 
dress, wherein the further document includes a dis- 
pense instruction, and wherein the first computer 
operates to cause the first sheet dispenser device 
to dispense a sheet responsive to the first browser 
accessing the further document. 

27. The system according to clause 21 wherein the 
first transaction machine includes a first sheet dis- 
penser device in operative connection with the first 
computer, and wherein the second transaction de- 
vice includes a second sheet dispenser device in 
operative connection with the second computer, 
and wherein the documents include a further docu- 
ment accessible at a further address, wherein the 
further document includes a dispense instruction, 
and wherein the first computer operates to cause 
the first sheet dispenser device to dispense a sheet 
responsive to the first browser accessing the further 
document, and wherein the second computer oper- 
ates to cause the second sheet dispenser device is 
operative to dispense a sheet responsive to the sec- 
ond browser accessing the further document 

28. The system according to clause 20, and further 
comprising a machine data store in the machine, 
wherein the machine data store is in operative con- 
nection with the tirst computer, and wherein the data 
store includes location data representative of the 
first location, and further comprising software in the 
first computer operative to communicate the loca- 
tion data to the- server and further comprising soft- 
ware in operative connection with the server, 
wherein the software is operative responsive to re- 
ceipt of the location data to cause the server to de- 
liver the first document to the first browser. 

29. The system according to clause 28 and further 
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comprising a server data store in operative connec- 
tion with the server, wherein the server data store 
includes document data, and wherein the server is 
operative to generate the first document responsive 
to the location data and the document data s 

30. A method comprising the steps of: 

a) providing a plurality of HTML documents, 
wherein each of the documents is accessible at io 
a corresponding address through a server, 
wherein a first document includes first material, 
and wherein a second document is accessible 
and includes second material, the first material 
targeted to users of a first transaction machine is 
located at at least one first location, and the 
second material targeted to users of a second 
transaction machine located at at least one sec- 
ond location; \ 

b) accessing the first document with a first 
- browser in the first transaction machine; 

c) outputting the first material through a first - 
output device in operative connection with the 25 
first browser on. the first transaction machine; 

d) accessing the second document with a sec- ... 
ond browser in the second transaction ma- 
chine; and • 30 

e) outputting the. second material through a 
second output device in operative connection . : 
with the second browser in the second transac- 
tion machine. ^ ^ 

31: The method according to clause 30 wherein the 
providing step includes providing a further docu- - 
ment including a dispense instruction therein, and 
further comprising the steps of: 

accessing the further document with the first 
transaction machine; and 

dispensing a sheet from a first sheet dispenser & 
device on the first transaction machine respon- 
sive to the instruction in the further document. 

32. The method according to clause 30 wherein 
' step (b) comprises accessing the first document at 
- a first document address and step (d) comprises ac- 
cessing the second document at a second docu-. ., . 
ment address. 

33; The method according to clause 30 and further 
comprising the steps of providing to server software 
in operative connection with the server, machine 
data representative of the first transaction machine 



and generating with the software responsive to the 
machine data, the first document. 

34. Apparatus comprising: 

an automated transaction machine including: 

a card reader device, wherein the card reader 
device is operative to read card data from cards 
input by users of the machine; 

a computer in operative connection with the 
card reader device; and 

software executable in the computer, wherein 
the software is operative to generate an HTTP 
address and to operate the computer to access 
the address responsive to the card data. 

35. The apparatus according to clause 34 and fur- 
ther comprising: 

an HTTP server in operative connection with 
a data store, and wherein the HTTP server is in op- 
erative connection with the computer, and a plurality 
of records in the data store accessible by the server, 
and wherein responsive to input of a card into the 
card reader device the HTTP address generated by 
. the computer corresponds to a first record, wherein 
. the first record includes user information uniquely 
corresponding to the card input by the user. 

.. 36. The apparatus according to clause 35 wherein 
, the user information includes infonnation which 
uniquely identifies the user. 

37. The apparatus according to clause 35 wherein 
. the user information includes information corre- 
sponding to biometric data of th e user. 

33. The apparatus according to clause 35 wherein 
the transaction machine further includes an input 
. device, wherein the input device is operative to ac- 
cept a user input, and wherein the computer is op- 
erative to compare information in the first record to 
the user input to the input device. 

39. The apparatus according to clause 38 wherein 
.„ the input device includes a keyboard. 

40. The apparatus according to clause 38 wherein 
, the input device includes a biometric reader. 

41. The apparatus according to clause 38 wherein 
the apparatus further comprises a sheet dispenser 
in operative connection with the computer, and 
wherein the sheet dispenser is operative to dis- 
pense a sheet responsive to the user input to the 
input device corresponding to the user information 
in the first document. 
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42. The apparatus according to clause 34 wherein 
the machine further includes a plurality of transac- 
tion devices, and a data store, wherein the data 
store includes device data representative of the 
transaction devices, and wherein the address is s 
generated responsive to the card data and the de- . 
vice data. 

43. The apparatus according to clause 34 wherein 

the machine includes a clock device, and wherein 10 
the address is generated responsive to the card da- 
ta and the clock device. 

44; The apparatus according to clause 34 and fur- 
ther comprising an output device in the machine in is 
operative connection with the computer, and where- 
in the software Jn. the computer includes a browser, 
and wherein software in the computer is operative 
to cause the browser, to access a first HTML docu- 
ment responsive to the user information in the first 
record. - . . < . ; 

45. The apparatus according to clause 44 wherein 
the information in the first record includes data repr 
resentativ© of customer preference data, anri & 
wrwelftthe first document is accessed responsive . 
to the customer preference data. 

46. Apparatus comprising: 

an automated transaction machine including: 30 . 

a biometric input device, wherein the btometnc 
input dovico is operative to receive a biometric 
input from a user of the machine; 

35 

a computer in operative connection with the bi- 
ometric input device; and 

software executable in the computer, wherein 
the software is operative to ganerate an HTTP < m 
address and to access the address with the 
computer responsive to the input. 

47. The apparatus according to clauso 46 wherein 

the software in the computer includes a browser, 45 
and further comprising: 

a sheet dispenser in operative connection with 
the computer; and . 

50 

a server in operative connection with the brows- 
er, and a first HTML document accessible 
through the server, wherein the first document 
is accessible at the address, and wherein the 
first document includes user information, and ss 
wherein the sheet dispenser is operative to dis- 
pense, a sheet responsive to the input corre- 
sponding to the user information in the first doc- 



ument. 

48. The apparatus according to clause 46 and fur- 
ther comprising: 

a sheet dispenser in operative connection with 
the computer; and 

an HTTP server in operative connection with 
the computer, a first record accessible through 
the server, and wherein the first record includes 
user information, and wherein the sheet dis- 
penser is operative to dispense a sheet respon- 
sive to the input corresponding to user informa- 
tion in the first record. 

49. A method comprising the steps of. 



b) responsive to the indicia read in step (a) gen- 
, erating an HTTP address with a computer in the 

machine 

c) accessing user data corresponding to the 
v read indicia from an HTTP record correspond- 

. : ing to the address 

50. The method according to clause 49 and further 
comprising the steps of: 

d) inputting a user input through an input device 
on the machine; 

e) comparing data representative of the user in- 
put and the user data accessed in step (c) for 
correspondence; and 

f) operating a transaction function device on the 
machine responsive to determining in step (e) 
correspondence between the user input and 
user data 

51 . The method according to clause 49 wherein the 
user data accessed in step (c) includes user pref- 
erence data representative of at least one prefer- 
ence of the user, and further comprising the step of: 

d) accessing at least one of a plurality of 
HTML documents with a browser operating in the 
computer, wherein the one document is selectively 
accessed responsive to the user preference data. 

52. The method according to clause 49 wherein the 
user data accessed in step (c) includes user affilia- 
tion data representative of at least one affiliation of 
-the user, and further comprising the step of: 



a) reading indicia associated with a user with 
20 reading device in an automated transaction 

machine 
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d) accessing at least one of a plurality of 
HTML documents with a browser operating in the 
computer, wherein the one document is selectively 
accessed responsive to the affiliation data 

5 

53. The method according to clause 49 and further 
comprising the step of: 

d) generating an HTML document responsive 
to the user data 

JO 

54. Apparatus comprising: 

an automated transaction machine including: 

' an output device; 

a sheet dispenser; " - 

a computer in operative connection with the 
' r output device and the sheet dispenser; and 

software executable in the computer, wherein 
the software includes a browser, and wherein 
during operation of the sheet dispenser the 
software is operative to provide an output 
through the output device responsive to a first & 
HTML document accessed by the browser. 

k 55. The apparatus according to clause 54 wherein 
the first document includes instructions which are 
operative when processed by the browser to pro- so 
vide the output through the output device, and to 
cause the computer to operate the sheet dispenser 
to dispense of a sheet. 

56. The apparatus according to clause 54 and fur- 35 
ther comprising: 

at least one server; 

a plurality of HTML documents accessible *o 
through the server, wherein the first document 
is accessible through the server; and 

wherein the browser is operative to access the 
first document through the server. 

57. The apparatus according to clause 56 wherein 
the documents accessible through the at least one 
server includes a dispense document including a 
dispense instruction, and wherein the computer is so 
operative responsive to processing the dispense 
document with the browser to operate the sheet dis- 
penser responsive to the dispense instruction, and 
wherein the machine is operative to access the first 
document with the browser responsive to the dis- 55 
"pense instruction'- 

58: The apparatus according to clause 57 wherein 



the machine comprises at least one additional 
transaction function device, and wherein the plural- 
ity of documents accessible through the at least one 
server includes an additional device document, 
wherein the additional device document includes an 
additional device instruction, and wherein the plu- 
rality of documents further includes a second doc- 
ument, and wherein the computer is operative re- 
sponsive to processing the additional device docu- 
ment with the browser to operate the additional 
transaction function device responsive to the addi- 
tional device instruction, and wherein the computer 
is operative to access the second document with 
" the browser responsive to the additional device 
document. ^ . ■ : 

59. The apparatus according to clause 57 wherein 
the dispense document includes a first document 
access instruction, and wherein the browser proc- 
esses the first document responsive to the first doc- 
ument access instruction. 

60. A method comprising the steps of: 

accessing a transaction device operation doc- 
- ument with a browser, in an automated transac- 
■ : - tion machine, the;transaction device operation 
document including at least one transaction de- 
vice instruction; 

operating a transaction device in the machine 
. r r. - responsive to processing the transaction de- 
j vice operation document with the browser; and 

-~ ! *. 

outputting with an output device on the machine 
* an output responsive to processing the trans- 
" action device operation document with the 

browser. 

r 61 The method according to clause 60 and further 
*. comprising the step of: 

'■ accessing a first document with the browser 
responsive to processing the transaction device op- 
eration document accessed in the accessing step, 
•/ wherein in the outputting step the output is gener- 
ated responsive to processing the first document by 
the browser. 

62. The method according to clause 61 wherein the 
transaction machine includes a first transaction 
function device and.a second transaction function 
device, and wherein a transaction device operation 
document is operative to cause the operation of the 
first transaction function device in the operating 
step, and further comprising the steps of: 

■ further accessing a further transaction machine 
. operation document with the browser; 
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further operating the second transaction func- 
tion device in the machine responsive to ac- 
cessing the further transaction machine docu- 
ment with the browser; 

5 

further accessing a second document with the 
browser responsive to receipt of the further 
transaction machine operation document; and 

further outputting a further output witlYthe out- 10 
put device of the machine responsive to 
processing the second document with the 
browser. 



63. The method according to clause 60 wherein the 1& 
output includes a promotional message. ' 

64. The method according to clause 62 wherein the *_ 
output includes a first promotional message and the 
further output includes a second promotional mes- 20 
sage. Y ■ 1 : 

65. The method according to clause 61 and prior to 
the accessing step further comprising the steps of : 

inputting user data corresponding to a first user - ^ 
into an input device of the automated transac- v 
tion machine; ■• - - * ^ 

and prior to the step of accessing the first doc : so. 
ument, further comprising the step of determin- 
ing an address of a first document to access 
responsive to the user data input in the input- 
ting step. 

35 

66. A method comprising the steps of: ' 

a) executing a series of transaction steps with ^ 
an automated transaction machine wherein be- 
tween at least two of consecutive transaction *o 
steps a device in the machine operates; ' • 

b) accessing an HTML document with a brows- - ; " 
er in the machine; 

c) providing an output through an output device : 
on the machine responsive to the HTML docu- - ^ , 
ment while the device operates. : 1 xt* 

67. The method according to clause 66 wherein so 
step (a) includes a transaction step including a re-' 
quest to dispense at least one sheet, wherein a 
sheet dispenser device operates responsive to the 
transaction step, and wherein output in step (c) is 
provided during at least a portion of the time the 55 
sheet dispenser device operates. 

6a A method comprising the steps of: - 



(a) providing a plurality of HTTP records acces- 
sible through an HTTP server, wherein at least 
one record includes data corresponding to op- 
erating data, wherein the operating data is op- 
erative to control operation of an automated 
transaction, machine; ■ 

(b) accessing the one record data through the 
server with a computer in an automated trans- 
action machine; and 

(c) loading data corresponding to the operating 
data in a memory, of the machine. 

69. ; The method according to clause 68 wherein in 
step (a) a plurality of HTML documents are provided 
vyhich are- accessible through the server, and 
wherein the plurality of records include the plurality 
of documents, and wherein step (b) comprises ac- 
cessing a document with a browser operating in a 

' computer of the automated banking machine. 

70. The method according to clause 69 wherein the 
document includes instructions, wherein in step (c) 
the operating data is loaded in memory responsive 
to the instructions in.the document. 

71. .The : methpd according to clause 68 and prior to 
step (c) further comprising the step of providing to 

. the server data representative of an identity of the 
machine, where in the record data accessed in step 
(b) is accessed responsive to the identity data 

:72. The method according to clause 68 wherein 
step (a) comprises providing a plurality of records 
in a data store in operative connection with the serv- 
er, wherein the records include operating data, 
■ wherein the operating data includes applets. 

73. The method according to clause 68 wherein 
step (a) comprises providing a plurality of records 
in a data store in operative connection with the serv- 
er, wherein the records include operating data, 
. wherein the operating data includes instructions ex- 
ecutable by a computer to access applets. 

- 74. A system comprising: 

an HTTP server, and a plurality records acces- 
sible through the server, at least one of the 
records including, transaction machine operat- 
ing data therein; 

an automated transaction machine, the trans- 
action machine including a computer, the com- 
puter including a memory; and 

software executable in the computer, wherein 
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the software is operative to access the one 
record and to store data corresponding to the 
machine operating data in the memory of the 
machine. 

5 

75. The system according to clause 74 wherein the 
transaction machine further comprises at least one 
transaction function device in operative connection 
with the computer, and wherein the transaction 
function device is changeable from a first condition w 
to a second condition, and further comprising a sep-.- * 
ond record accessible through the HTTP server, , 
wherein' the second record includes further ma- 
chine operating data and wherein the software ex- 
ecutable in the computer is further operative to acf - z * s 
cess the second record and to store data corre-, 
sponding to the 1 Further machine operating data in 

the memory responsive to a change in condition of, , - j . , 
the transaction function device. 

76. The system according to clause 74 wherein the 
machine operating data includes an applet. 

77. The system according to clause 74 wherein the 
machine operating data includes an instruction, and 2S 
wherein the computer is operative responsive to op- 
erating data corresponding to the instruction, in - . 
memory to access an applet from the HTTP server. 

78. The system according to clause 74 and further - 
comprising a data store in operative connection with . ; « . 
the HTTP server, wherein the plurality of records 

are stored in the data store, and wherein the HTTP 
server includes a database server. 

35 

79. The system according to clause 74 wherein the 
automated transaction machine includes a plurality 

of transaction devices, and wherein the software .. ■ 
executable in the computer includes a browser, and - . 
wherein the memory includes at least one docu r . . *P 
"ment address; wherein the document address cor- 
responds to at least one of the transaction devices 
in the machine and further comprising a plurality of 
documents accessible through the HTTP server, 
wherein at least one document corresponding to the 45 
document address includes the operating data, and 
wherein the computer is operative to access the one 
document corresponding to the document address , 
with the browser and to store data corresponding to 
the machine operating data in the accessed docuv 50 
ment in the memory of the machine. 

80. The system according to clause 75 wherein the 
transaction devices include a sheet dispenser, and 
wherein a second of the documents accessible & 

" 'through the HTTP server includes transaction ma- - 
chine operating instructions to operate the sheet 
dispenser, wherein the software is further operative 



to access the second document with the browser 
and operates the sheet dispenser in response to the 
transaction machine operating instructions. 

81 . The system according to clause 74 and further 
comprising a network in operatively connecting the 
computer and the HTTP server, wherein the com- 
puter is operative to access the one record through 
the network. 

82. The system according to clause 74 wherein the 
machine operating data includes Active-X code. 

83. The system according to clause 74 wherein the 
machine operating data includes JAVA® code. 

84. Apparatus comprising: 

an automated transaction machine including: 

a sheet dispenser; 

a computer in operative connection with the 
- - sheet dispenser, the computer in operative con- 
nection wrth a memory; 

, software .executable in the computer,, the soft- 
,-' ~ ', ware including a browser, wherein the software 
is operative to^cause the computer to access at 
least one HTML document address with the 
- , browser, wherein the document includes at 
least one document instruction therein, and 
.whereinjhe software is operative to cause the 
computer responsive to the document instruc- 
tion to access a dispense instruction at at least 
one HTTP address, wherein the computer re- 
. , sponsive to the dispense instruction causes the 
sheet dispenser to operate to dispense sheets. 

85. The apparatus according to clause 84 wherein 
the software is operative to cause the computer to 
access the HTTP address through the browser. 

86. The apparatus according to clause 84 and fur- 
ther comprising a server, wherein an applet is ac- 
cessible through the server at the one HTTP ad- 
dress, and wherein the dispense instructions are 
delivered from the server to the computer. 

87. The apparatus according to clause 86 wherein 
the dispense instructions include a JAVA applet. 

88. The apparatus according to clause 86 wherein 
the dispense instructions include an Actrve-X™ file. 

89. The apparatus, according to clause 84 wherein 
1 the memory includes signature data and wherein 

the dispense instructions include data correspond- 
ing to a signature, and wherein the software is op- 
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erative to cause the computer to compare the sig- 
nature data and the signature, and wherein the 
computer operates the sheet dispenser responsive 
to the signature data and signature having a prede- 
termined relationship. 5 

90. The apparatus according to clause 34 wherein 
the memory includes address data, wherein the 
software is operative to limit access through the 
browser responsive to the address data. w 

91. Apparatus comprising: 

an automated transaction machine including: 



15 



a transaction function device; 

a computer in operative connection with the 
sheet dispenser, the computer in operative con- 
nection with a memory; * 

software executable in the computer, the soft- 
ware including a browser, wherein the software 
is operative to cause the computer to access at 
least one HTML document address with the 
browser, wherein the document includes at ^ 
least one document instruction therein, and 
wherein the software is operative to cause the 1 
computer responsive to the document instruc- ' 
tion to access 3 device instruction at at least 
one HTTP address, wherein the computer re-^ 30 
sponsive to the device instruction causes the 
transaction function device to operate. 



92. A method comprising the steps of : 

(a) operating a browser in a computer in an au- 
tomated transaction machine to access an 
HTML document including at least one trans- 
action device document instruction therein; 

(b) operating trie computer responsive to the 
document instruction to access a device oper- 
ation instruction at at least one HTTP address; 
and 

(c) operating the transaction device in the ma- : 
chine responsive to the transaction device op- 
eration instruction. 



93. The method according to clause 92 and further so 
comprising the steps of : 

storing in a memory in operative connection 
with the computer, signature data; 
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comparing a signature included with the device 
operation Instruction to the signature data for a 
predetermined relationship; 



wherein step (c) is performed responsive to the 
signature and signature data having the prede- 
termined relationship. 

94. The method according to clause 92 wherein in 
step (b) the computer accesses the one HTTP ad- 
dress through the browser. 

95. The method according to clause 92 wherein in 
step (a) the document instruction includes a pointer 
to the HTTP address. 

96: The method according to clause 92 wherein the 
device operation instruction includes a JAVA© ap- 
plet. 

97. The method according to clause 92 wherein the 
device operation instruction includes an Actrve-X™ 

file; ~ 

98. Apparatus comprising: 

an automated transaction machine including: 

a computer, the computer in operative connec- 
tion with a memory; 

an input device in operative connection with the 
( computer, wherein the input device is operative 
to accept user inputs; 

a sheet dispenser in operative connection with 
the computer, wherein the sheet dispenser is 
operative to dispense sheets; 

software executable in the computer, wherein 
the software includes a first object operative to 
control the input device, and 

a second object which is operative to control 
the sheet dispenser, wherein the computer is 
operative to access at least one HTTP address, 
wherein transaction device instructions are ac- 
cessible at the address, and wherein the first 
* object operates the input device and the sec- 
ond object operates the sheet dispenser re- 
sponsive to the instructions, and wherein the 
software further includes a transaction data ob- 
ject, wherein the transaction data object is in 
operative connection with the first object and 
second object and is operative to store therein 
data representative of both user inputs to the 
input device and the dispense of sheets by the 
dispenser. 

99. The apparatus according to clause 98 wherein 
the software includes a browser and wherein the 
computer is operative to access the address 
' through the browser. 
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. 100. The apparatus according to clause 99 wherein 
at least one transaction device instruction is includ- 
ed in an HTML document. 

1 01 . The apparatus according to clause 98 wherein 5 
the input device includes a card reader, and wherein 
the transaction data object includes data represent- 
ative ot card data read by the card reader. 

1 02. The apparatus according to clause 98 wherein 10 
the softwarafurther includes a third object in oper- 
ative connection with the transaction data object, 
and wherein the, third object is operative to access 

■ - the. data in the transaction data object. 

1 03. The apparatus according to clause 1 02 where- 
in the machine further includes a printer, and where- 

! * in the third program inoperative to control the print- . 
er, and wherein the third object is operative to cause 
the printer to print data corresponding to data stored 20 
in the transaction data object. . < - 

104. The apparatus according to claim 98 ancj Jur^ c 
. ' ther comprising at least one HTTP server, .wherein 

the HTTP address corresponds to ; the server, 2s 
wherein a plurality of transaction device instructions 
■* are accessible through the server, wherein : .tlrst in- 
structions are accessible at a first address and sec- . 
ond instructions are accessible at a second address 
and wherein the computer is operative to access the 30 
first instructions, at the first address and the first ob- 
ject is operative to control the input device respon- 
» sive to the first instructions, and wherein the com- 
puter is operative to access the second instructions, 
at the second address and the second object is op- as 
erative to control the sheet dispenser responsive to 
the second instructions. 

1 05. The apparatus according to clause 1 04 where- 
in the software further comprises a browser, and 
wherein the computer is operative to access the first 
and second instructions through the browser. 

106. The apparatus according to clause 98 and fur- 
ther comprising a back office processing system in & 
operative connection with the computer, and where- 
in the software is operative to communicate at least 

a portion of the data stored in the transaction data 
object to the back office processing system. 

.50 

107. The apparatus according to clause 98 wherein 
: the transaction device instructions include an ap- 
plet. • • . ■ 

108. A method comprising the steps of: 55 

(a) operating a first device in an .automated ... 
transaction machine responsive to first device 



. operating instructions accessed by a computer 
in the machine at a first HTTP address; 

(b) generating first data with the first device, re- 
sponsive to operation of the first device; and 

(c) storing the first data in a transaction data 
object in a memory in operative connection with 
the computer. 

109. The method according to clause 108 wherein 
the first device is a sheet dispenser and the first data 
is representative of a dispense of at least one sheet 
by the sheet dispenser. 

110. The method according to clause 108 and fur- 
ther comprising the steps of: 

. (d) operating a second device in the machine 
responsive to second device operating instruc- 
tions accessed by the computer at a second I IT- 
TP address; 

(e) generating second data with the second de- 
, vice, responsive to operation of the second de- 
vice; and 

,(f) storing the second data in the transaction da- 
. ta object. 

111. the method according to clause 110 wherein 
the first device includes a card reader and the sec- 
ond device includes a keyboard, and wherein the 
first data includes data representative of card data 
read from a card and the second data includes data 
representative of an input to the keyboard. 

112. The method according to clause 108 and fur- 
ther comprising the steps of: 

. (d) accessing the data included in the transac- 
tion data object with a software object operative 
in the computer;* and 

(e) controlling a second device in the machine 
with the computer responsive to the object and 
the data in the transaction data object. 

113. The method according to clause 112 wherein 
in step (e) the second device includes a printer, and 
wherein in step (e) the printer is operative to print 
indicia corresponding to data in the transaction data 
object. 

114. The method according to clause 108 wherein 
the computer includes a browser and wherein step 
(a) comprises accessing the first address with the 
browser. . 
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115. A method comprising the steps of: 

(a) accepting identifying data from a user of an 
automated banking machine; 

(b) storing data corresponding to the identifying 
data in a transaction data object in software op- 
erating in a first computer in operative connec- 
tion with the machine; 

(c) conducting a first transaction responsive to 
a user input to the machine, wherein conduct- 
ing the first transaction includes accessing the 
data in the transaction data object. 



10 



15 



116. The method according to clause 115 wherein 

step (c) includes operating a first transaction tunc- • ^ 
tbn device in the machine, and further compYteing 1 
the step of: v ^ ;r 

(d) storing data corresponding to operation bf ; 20 ' r 
the transaction function device in the" transactidn c 
data object. ar 

117. The rnethod according to clause 115 and fur- * 
ther comprising the step of: 25 

(d) conducting a second transaction respon- 
sive to a user input to the machine, whe r rein"coh v * 
ducting the second transaction includesaccessing 
the data in the transaction data object. " 

30 

118. The method according to clause 115 and fur- 
ther comprising the step of: 

(d) accounting for the first transiactiori 1 by this 
user, including passing the transaction data object ' 
from the first computer. 35 

11 9. The method according to clause 115 and fur- 
ther comprising the step of: 

(d) producing a printed record corresponding 
to the first transaction with the machine, including & 
accessing the data in the transaction data object 
and producing indicia in the printed record corre- - *■ 
sponding to at least a portion of the data stored in 
the transaction data object. 

120. Apparatus comprising: 

an ATM host, wherein the ATM host is operative 
to send and receive ATM transaction messag- 
es; and 50 

an HTTP server in operative connection with a 
database, wherein the database includes con- - 
version data, wherein the server includes serv- 
er software operative responsive to an ATM 55 
transaction message sent by the ATM host and 
the conversion, data, to generate at least on a 
data object including transaction data. ' 



121. The apparatus according to clause 120 and 
further comprising: 

a transaction function device operative to carry 
out a transaction function; and 

a computer in operative connection with the 
transaction function device, and device soft- 
ware executable in the computer, wherein the 
computer is operative responsive to the device 
software to access the data object and to oper- 
ate the transaction function device responsive 
to the transaction data in the data object 

1 22. The apparatus according to clause 1 21 where- 
in the transaction function device includes a sheet 
oisperioer. - 

1 23. The apparatus according to clause 1 20 where- 
in the server software is operative to pass the data 

- object from the server to the computer by remote 
rriethod^ihvocation (RMI). 

124. The apparatus according to clause 120 and 
further comprising: 

a transaction function device operative to carry 
" ; "6ut a ! tr^nsactlon [ function; and 

a computer in operative connection with the 
transaction -function device, and device soft- 
ware executable in the computer, wherein the 
device software includes the data object, and 
wherein the computer is operative responsive 
" to operation of the transaction function device 
to include in the data object modified transac- 
tion data, and wherein the computer is opera- 
tive responsive to the device software to deliver 
the data object including the modified transac- 
tion data, to the server. 

1 25. The apparatus according to clause 1 24 where- 
in the server software is operative responsive to re- 
ceipt of the data object including the modified trans- 
action data and the conversion data, to cause the 
server to generate a further transaction message to 
the ATM host. 

126. Apparatus comprising: 

an automated transaction machine, wherein 
the machine includes a customer input device 
and a sheet dispenser, the machine further in- 
cluding a computer in operative connection with 
the customer input device and the sheet dis- 
penser, the computer further including machine 
software executable therein; 
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an HTTP server in operative connection with 
the computer, wherein the server includes serv- 
er software, and wherein 

responsive to the server software the server is 5 
operative to receive and transmit HTTP mes- 
sages, and further comprising a data store in- 
cluding conversion data in operative connec- 
tion with the server; 

. . 10 
a host, wherein the host is in operative connec- 
tion with the server and is operative to send and 
receive non-HTTP transaction messages to the 
server; 

wherein the server software operates the HTTP , r: , 
server responsive to receipt of a transaction 
message from the host and the conversion da-, 
ta, to generate at least one HTTP'transf erable 
file including transaction data therein, wherein. ?o „. 
the computer is operative responsive to the ma? 
chine software .therein to access the file and to 
operate at least one of the customer input de- 
vice and the sheet dispenser, responsive to the 
transaction data in the file. 25 



1 27. The apparatus according to clause,, 1 26 whersT 
. in the HTTP transferable file comprises a data ob- 
ject, and wherein the server and computer are op-- 
erative to pass the data object to the computer in 
thejransaction machine. 



1 28. The apparatus according to clause 1 26 where- 
in the machine software is operative responsive to 
operation of the sheet dispenser to include modified 
transaction data in the data object. 

1 29. The apparatus according to clause 1 28 where- 
in the machine software is further operative to pass 
the data object including the modified transaction 
data to the server, and wherein the server software . 
is operative responsive to the receipt of the data ob- 
ject including the modified transaction data to cause 
the server to send a further transaction message to 
the host 

1 30. The apparatus according to clause 1 29 where- 
in the transaction message and further transaction, 
message include 9.1 x ATM transaction messages. 

131. A method comprising the steps of: 

(a) generating an ATM transaction message 
with an ATM host; and 

- (b) generating: with a server responsive to the. 
ATM transaction message, at least one HTTP 
transferable file including transaction v data 
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therein, wherein at least a portion of the trans- 
action data corresponds to the ATM transaction 
. . message. 

1 32. The method according to clause 1 31 and fur- 
ther comprising the steps of: 

(c) receiving the HTTP transferable file with a 
computer in an ATM; and 

(d) operating at least one transaction function 
device in the ATM responsive to the transaction 
data in the file. 

133. The method according to clause 132, and 
wherein in step (b) the file includes a data object, 
and step (c) includes passing the data object from 
the server to the computer. 

1 34. The method according to clause 1 33 and fur- 
ther comprising the steps of: 

(e) modifying the transaction data in the data 
object responsive to operation of the transac- 
tion function device; 

- ( (t) passing the data object including the modi- 
. . . fieo* transaction data from the computer to the 
. server; „ 

(g) : generating a further ATM transaction mes- 
sage to the /VTM host wherein the further mes- 
sage includes at least a portion corresponding 
to the modified, transaction data. 

135. Apparatus comprising: 

ah automated transaction machine including at 
. . " ' least one computer, and a display and at least 
one transaction function device in operative 
connection with the computer, the computer in- 
cluding software executable therein, the soft- 
, ware including a browser; 

a host, wherein the host is in operative connec- 
... tion with the computer, wherein the host is op- 
1 ~ erativetosendatlrstmessagetothecomputer, 
and wherein the computer is operative respon- 
sive to the first message to operate the trans- 
action function device; 

a server, and at least one first HTML document 
accessible through the server, wherein the 
computer is operative to access the first docu- 
ment with the browser and to control the display 
responsive to the first document. 

1 36. The apparatus according to clause 1 35 where- 
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in the transaction function device includes a sheet 
dispenser. 

1 37. The apparatus according to clause 1 35 where- 
in a plurality of documents are accessible through 
the server, and wherein the computer is selectively 
operative to access documents with the browser re- 
sponsive to operation of the transaction function de- 
vice. 

1 38. The apparatus according to clause 1 35 where- 
in the server communicates with the browser 
through HTTP messages, and wherein the host .. 
communicates with the computer through non-HT- 
TP messages. 

1 39. A method comprising in any order, the steps of: 

(a) operating at least one transaction function, 
device on'an automated transaction machine ,„ 
in response to a transaction message received 
from a host; : 

(b) accessing a first HTML document with a 
browser in the machine responsive to operation; 
bf the transaction function device; and 

(c) controlling an output device on the automat^ 
ed transaction machine responsive to first ir> 

' structions included in the first HTML document 
accessed with the browser. 

140. The method according to clause 139 and fur- 
ther comprising the steps of: 

'(d) operating a second transaction function de- 
vice on the machine responsive to operation of 
the first transaction function device; 

' (e) accessing a second HTML document in- 
cluding second instructions with, the browser 
responsive to operation of the second transac- 
tion function device; and 

(f) controlling the output device responsive to A$ 
the instructions included in the second HTML 
document. ■ • 

141 ; The method according to clause 139 wherein 
the transactibn function device includes a sheet dis- so 
penser, and wherein step (a) includes dispensing at 
least one sheet. 

142. Apparatus comprising: 

an automated transaction machine Including 55 
at least one transaction function device, a server in.. . 
operative connection with the transaction function 
' device, at least one HTML document accessible 



through the server, wherein at least one first docu- 
ment includes indicia corresponding to a status of 
the transaction function device. 



150. The method according to clause 149 wherein 
the accessing step includes accessing the first doc- 
ument with a portable terminal adjacent to the au- 
tomated transaction machine. 

151; The method according to clause 149 wherein 
tho accessing step includes accessing the first doc- 
ument through a network with a terminal located re- 
motely from the automated transaction machine. 

152. The mothod according to clause 148 and fur- 
ther comprising the steps of: 

receiving a second HTML document with the 



5 1 43. The apparatus according to clause 1 42 where- 
in the transaction function device is operative re- 
sponsive to an HTTP message received by the 
server. 

io : 1 44. The apparatus according to clause 1 42 where- 
in tho status is representative of a fault in the trans- 
action function device. 

1 45. Tho, apparatus according to clause 1 42 where- 
15 in the machine includes a plurality of transaction 
function devices, and wherein the HTML document 
, , accessible through the server include indicia corre- 
sponding to a status of each of a plurality of trans- 
... action function devices. 

„ . - 146. The apparatus according to clause 142 where- 
in the machine is ar ATM. 

., 147. The apparatus, according to clause 142 and 
2.5 further comprising a portable terminal, wherein the 
portable terminal* includes a browser, wherein the 
terminal is operative to access documents through 

r \ • the srwrf.. ; 

30 1 48. A method comprising: 

operating a transaction function device in an 
automated transaction machine, the transac- 
tion function device having an associated sta- 
sc tus; and : • 

generating at least ope first HTML document in- 
cluding first instructions corresponding to the 
status of the transaction function device. 

40 

149. The method according to clause 148 and fur- 
ther comprising the step of accessing the first doc- 
ument with a terminal including a browser. 



38 



1030277A2_L> 



75 



EP 1 030 277 A2 



76 



machine, the second document including sec- 
ond instructions; and 

operating the transaction function device re- 
sponsive to the second instructions. 5 

1 53. Apparatus comprising: 

an automated transaction machine including a 
plurality of transaction function devices, where- 10 
in each of the transaction function devices has 
an associated status; wherein the status is in- * 
dicative of an operative condition of the trans- - 
* action function device; ~ \; .-~ 

-v 15 

a transaction machine computer in operative 
connection with the transaction function devic-- 

- es, and further comprising machine software 
executable in the computer, wherein the soft- ■ ; 
ware is operative to cause the computer to gen- ^ 

" arate at least one HTTP record including indicia - 
representative of the status of at least one 
transaction function device, and wherein the 
software further includes a sewer, wherein the - 
first HTTP record is accessible* through the 25 
sewer. 

154. The apparatus according to clause 153 where- 
in the HTTP record comprises an HTML document. 

; - 30 

1 55. The apparatus according to clause 1 53 where- 
in the HTTP : record comprises a data object. 

156. The apparatus according to clause 155 and 
further comprising a terminal computer outside the 35 
automated transaction machine, a communications 
connection operatively connecting the transaction 
machine computer and the terminal computer, and t 
further comprising terminal software in the terminal 
computer, wherein the terminal software and the *40 
machine software are operative to transfer the data 
object from the transaction machine to the terminal - 
computer. - 



157. A method comprising the steps of:. 
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(a) checking to determine whether a document 
address is operative to enable transferring at 
least one HTTP record corresponding to the ad- 
dress, with a computer operating in an automat- so 
ed banking machine; and 

(b) responsive to determining with the compu- 
ter program in step (a) that the address is op- 
erative, trarisf erring the one HTTP record to the & 
computer operating in the automated banking 
machine. > - • 



158. The method according to clause 157 wherein 
iii step (a) the HTTP record includes an HTML doc- 
ument and wherein step (b) includes accessing the 
HTML document with a browser operative in the 
computer of the automated banking machine. 

159. The method according to clause 157 wherein 
responsive to determining in step (a) that the ad- 
dress is not operative, step (b) is not executed, and 
further comprising the step of: 

(c) responsive to determining in step (a) that 
the address is not operative, transferring at least 
one alternative HTTP record to the computer from 
an alternative address. 

160. The method according to clause 159 and prior 
to-the step (c) further comprising the step of: 

(d) checking to determine whether the alter- 
_ native address is operative to enable transferring 
: the -at least one alternative HTTP record with the 

computer operating in the machine, wherein step 
(c) is executed responsive to determining that the 
alternative address is operative. 

^16,1. , The method according to clause 59 wherein 
;:the computer in the banking machine is in operative 
connection with a memory, and wherein the alter- 
native address corresponds to address data stored 
- in the memory, and prior to step (c) further compris- 
; ing the step of accessing with the computer the ad- 
dress data stored in the memory, and using the ad- 
dress data to determine the alternative address 
usedjn step (c). . 

1 62. The method according to clause 1 59, and prior 
r to sjep (c) further comprising the steps of: 



(d).responsive to determining with the compu- 
ter in step (a) that the address is not operative, 
accessing a further HTTP record with the com- 
puter, wherein the further HTTP record includes 
address data;,and 



(e) determining with the computer the alterna- 
tive address from the address data in the further 
HTTP-record. , 

163. The method according to clause 157 wherein 
the automated banking machine includes a sheet 
dispenser, and wherein the one HTTP record in- 
cludes a dispense instruction, and further compris- 
ing the step of: 

(c) dispensing at least one sheet with the 
sheet dispenser responsive to the dispense instruc- 
tion in the one HTTP record accessed in step (b). 

164. The, method according to clause 1 57 wherein 
the automated banking machine includes a trans- 
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action function device, and wherein the one HTTP 
record includes a device instruction, and further 
comprising the step of: 

(c) operating the transaction function device 
responsive to the device instruction in the one HT- s 
TP record accessed in step (b). 

165. The method according to clause 164. and 
wherein the one HTTP record includes data corre- 
sponding to a signature, and wherein the computer io 
is in operative. connection with a memory, wherein 
ihe memory includes signature data corresponding 

to at least one signature, and prior to step (c) further 
comprising the step of: 

(d) comparing the signature in the one HTTP -is 
record and the signature data in the memory with 
the computer, and executing step (c) responsive to 
the signature in the one HTTP record having a pre- 
determined relationship to the signature data stored > 

in memory. 20 

166. Tne method according to clause 1 : 57 wherein : 
step (a) includes making a socket connection with 

a remote server. 

v 167. ^Computer software operating an automated 
banking machine in accordance with the method re- -, - 
cited in clause 157. ■« 

1 68. The method according to clause 1 57 and prior 30 
to completion of step (b) further comprising the step 
of: 

(c) determining a transfer speed at which the 
one HTTP record i3 transferable to the computer. , 

35 

1G9. The method according to clause 168 and fur- 
ther comprising the steps of: 

(d) comparing data corresponding to the trans- 
fer to data representative of a speed value <o 

' stored in memory with the computer; and 

(e) responsive to the results of the comparison 
in step (d); transferring at least one alternative 
HTTP record to the computer from an alterna- 45 
tive address. 

170. Apparatus comprising: 

an automated banking machine including: 

so 

at least one transaction function device;. 

> a computer in operative connection with the 
transaction function device; 

► .55 

software executable in the computer, wherein _ 
the software is operative to transfer at least one ■ 
HTTP record at a document address to the 



computer, and wherein the one record includes 
at least one device instruction, wherein the 
computer operates the transaction function de- 
vice responsive to the device instruction includ- 
ed in the one record, and wherein the software 
further includes a program, wherein prior to 
transferring the one HTTP record the program 
is operative to cause the computer to determine 
if the record address is operative to enable ac- 
cessing the one record, and wherein the com- 
puter operates to transfer the one HTTP record 
responsive to the program determining that the 
address is operative. 

171. Trie apparatus according to clause 170 where- 
in the software in the computer includes a browser, 
and wherein the one HTTP record includes an 

. HTML document, and wherein the computer oper- 
ates to transfer the HTML document by accessing 
the document with the browser. 

172. The apparatus according to clause 170, 
wherein the computer is operative responsive to the 

> program determining that the address is not opera- 
tive to determine an alternative record address, and 
further comprising at least one alternative HTTP 
. record including device instructions is accessible at 
. the alternative addcess, and wherein the computer 
is operative to access the alternative HTTP record. 

1 73. The apparatus according to clause 1 72 where- 
in the program is further operative prior to the com- 
puter accessing the alternative HTTP record to 
cause the computer to determine if the alternative 
address is operative to enable accessing the alter- 
native HTTP .recorrt-and wherein the computer op- 
erates to -transfer" the alternative HTTP record re- 
sponsive to determining that the alternative address 
is operative. 

174. The apparatus according to clause 170 and 
further comprising a server, and wherein the one 
HTTP record is accessible through the server, and 
wherein program operates such that prior to the 
computer operating to access the one HTTP record 
the program operates the computer to determine if 
the server is operative. 

175. The apparatus according to clause 172 and 
further comprising a memory wherein the computer 
is inoperative connection with the memory, and 
wherein the memory includes address data, and 
wherein the computer is operative to determine the 
alternative address responsive to the address data. 

1 76. The apparatus according to clause 1 75 where- 
in the address data corresponds to a further HTTP 
record, and wherein the computer is operative to ac- 
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cess the further HTTP record, and wherein the fur- 
ther HTTP record includes address instructions cor- 
responding to the alternative address, and wherein 
the software is operative to cause the computer to 
determine the alternative address responsive to the $ 
address instructions. 

177. The apparatus according to clause 1 70 where- 
in the transaction function device includes a sheet 
dispenser, and wherein the sheet dispenser is op- to 
erative tb'dispense at least one sheet responsive to 

the device instruction included in the one HTTP - - 
record. - •:■ 

178. The apparatus according to clause 170 and -is 
^wherein the software includes a further program, - J ^ 

wherein the further program is operative to cause 
the computer to determine a value corresponding* 
to a transfer speed for transfer of the one HTTP r *' 
record to the computer. - 20 

179. The apparatus according to clause ^178 and 
further comprising a memory in operative connec- *=■ 
tkSri with the computer; and wherein the further pro- 
gram is operative to operate the computer to com- 2S 
pare the transfer speed to data representative of a 
value stored in memory/and wherein the software 

is operating to access ah alternative HTTP record 
responsive to a result of the comparison, whereby 
an alternative record may be accessed responsive > 30 
to the one HTTP record transferring too slowly. * ■■ 

1 80. The apparatus according to clause 1 78 where^ 
in the software is operative to cause the computer 4 

to determine a file size corresponding to the one as 
HTTP record and a transfer rate, and wherein the 
transfer speed is determined responsive to the file 
size and the transfer rate. 

181. The apparatus according to clause 180 where- *o 
in the one HTTP record includes an HTML docu- 
ment ; 
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1 82. A method comprising the steps of: 

(a) producing a first function key input signal by 
pressing a first function key on an automated 
banking machine; 



(b) converting the first function key input signal so 
to a first mouse input signal including indicia 
corresponding to a first mouse input location; 
and 

(c) delivering the first mouse input signal to a $5 
mouse input stream of a computer in operative 
connection' with the automated bankirfg ma-'-"" 
chine. 



183. The method according to clause 182 wherein 
the machine includes a screen, and wherein the first 
function key is adjacent to the screen on the ma- 
chine, and wherein the first mouse input location is 
on the screen adjacent to the first function key. 

184. The method according to clause 182 and fur- 
ther comprising the steps of: 

(d) producing a second function key input signal 
by pressing a second function key on the auto- 

. mated banking machine; 

(e) converting the second function key input 
signal to a second mouse input signal Including 

■ indicia corresponding to a second mouse input 
. location disposed of the first location; and 

(f) delivering the second mouse input signal to 
the mouse input stream of the computer 

~ 185. The method according to clause 184 wherein 
the automated banking machine includes a screen, 
wherein the first function key is disposed on the ma- 
chine adjacent the screen, and wherein the second 

\ function key is positioned on the machine adjacent 
the-screen and is disposed from the first function 
key, and wherein the first mouse input location is on 
the screen adjacent the first function key and the 
second mouse input location is on the screen adja- 
" cent the second function key. 

186. The method according to clause 182 and fur- 
ther comprising the steps of: 

* r (d) producing a first keypad input signal by 
pressing a first keypad key on the automated 
banking machine; 

(e) converting the first keypad key input signal 
* to a first keyboard input signal; and 

(f) delivering the first keyboard input signal to a 
' : keyboard input stream of the computer. 

187. The method according to clause 182 and fur- 
ther comprising the steps of: 

d) producing a first keypad input signal by 
pressing a first keypad key on the automated 
banking machine; 

e) converting the first keypad input signal to a 
second mouse input signal including indicia 
corresponding to a second mouse input loca- 
tion disposed of the tirst location; and 

. f) delivering the second mouse input signal to 
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the mouse input stream of the computer. 

188. The method according to clause 182 wherein 
the machine includes a data store, and wherein the 
data store includes conversion data, wherein the s 
conversion data is usable to convert at least one 
function key input signal to a mouse input signal, 
and prior to step (e) further comprising the step of. 

(d) obtaining from the data store the conver- 
sion data and converting the first function key input M> 
signal to the first mouse input signal using the con- 
version data. 

189. The method according to clause 168 wherein " 
the conversion data includes coordinate data cor- is 
responding to at least one mouse input location, 
arid wherein in step (d) the conversion data includes 
coordinate data. 

190. The method according to clause 188 wherein 20 " 
the machine includes at least one server in opera- 
tive connection with the computer, and prior td step 

(d) further comprising the step of: 

(e) accessing a first HTTP record through the 
server, wherein in $tep (d) the conversion data is 2s 
obtained responsive to accessing the first record: 

191 . The method according to clause 190 wherein 

. the conversion .data includes a plurality of sets, and ' 
wherein each set corresponds to at least one HTTP 30 
record, and wherein in step (d) the conversion data 
is obtained from a first set corresponding to the first 
record. 

192. The method according to clause 182 wherein 3$ 
the machine includes a plurality of function keys, 
and prior to step (a) further comprising the step of. 

selectively enabling the first function key, 
wherein the first function key input signal is gener- 
ated responsive to the first function key being 40 
pressed. 

193. The methpd according to clause^ 188 wherein 
the machine includes a plurality of function keys and 
further comprising the step of: 45 

(e) disabling operation of a second function 
key on the machine responsive to the conversion 
data provided in step (d), wherein pressing the sec- 
ond function, key does not result in the delivery of a 
signal to the mouse input stream. so 

1 94. The method according to clause 1 93 wherein 
. the machine includes at least one server in opera- 
tive connection with the computer, and prior to step 

(d) further comprising the step of : ss 

.(f) accessing a first HTTP record through the 
server, wherein the conversion data in step (e) op- 
erative, to disable the second function key is ob- 



tained responsive to accessing the first record. 

195. An automated banking machine operated in 
accordance with the method recited in clause 182. 

196. At least one article including computer soft- 
ware stored thereon, wherein the computer soft- 
ware is operative when executed in a computer in 
an automated banking machine to operate the ma- 
chine in accordance with the method recited in 

1 clause 182. 

1 97. The method according to clause 1 82 wherein 
the automated banking machine comprises a 
screen, and wherein the computer is operative to 
provide a mouse location indicator visible on the 
screen, and further comprising the step of 

suppressing the mouse location indicator, 
wherein the mouse location indicator is generally 
not visible when viewing the screen. 

198. The method according to clause 190 wherein 
in step : (e j the HTTP record includes an HTML doc- 
ument. 

1 99. A method comprising the steps of 

^ ' : " :%rl (a) producing a first keypad key input signal by 
pressing a first keypad key on an automated 
banking machine; - 

(b) converting the first keypad key input signal 
to a first keyboard input signal; and 

(c) delivering the first keyboard input signal to 
a first keyboard input stream of a computer in 
operative connection with the automated bank- 
ing machine. 

200. The method according to clause 199 wherein 
the machine includes software executable in the 
computer, wherein the software includes a browser, 
and at least one server in operative connection with 
the computer, a^d further comprising the steps of: 

(d) accessing a first HTTP record through the 
server, and responsive to the first record ac- 
cessed either. 

(e) delivering a signal indicative of the first key- 
pad key pressed in step (a) to the browser; 

or 1 

(?) delivering a signal not indicative of the first 
keypad key pressed in step (a) to the browser. 

201. The method according to clause 200 wherein 
the first in step (d) the first HTTP record includes a 
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first HTML document, and wherein the first HTML 
document includes a request for a customer to enter 
a PIN number, and wherein the first keypad key cor- 
responds to a part of the PIN number, and wherein 
alternative step (f) is carried out responsive to step $ 
(a). ...... 

202. The method according to clause 199 wherein 
the machine comprises a plurality of function keys 
and a plurality of keypad keys, and wherein the ma- *<> 
chine further comprises a browser operating in the 
computer, wherein the computer is in operative con- 
nection with a server, and further comprising the 

.steps of: 

. ' r ? 

- (d) accessing a first HTML document through , . 
/ the server with the browser; 

(e) selectively enabling selected ones of the 
function keys and keypad keys to produce, rep- 20 
. . resentative signals when pressed responsive 
to the first HTML document accessed in the ac- 
cessing step. 

203. The method according to clause 202 wherijn 2S 
in step (e) all of the keypad keys and function keys 
are notenabled responsive to the accessingjrie.first 
HTML document, whereby transaction, speed is in- 
creased. . , V 

30 

204..A method comprising the steps of:" 

a) producing a first keypad key input signal by 
pressing a first keypad key on an automated 

. banking machine; t 3S 

b) converting the first keypad key input signal 
to a first mouse input signal including indicia 
corresponding to a first mouse input location; ~ 

-„ and ... 1 ' """ ' 

c) delivering the first mouse input signal to a_ 
. mouse input stream.of a computer in operative^ 

connection with an automated banking ma- 
chine. , iV 45 

205. An automated banking machine operated in . 
accordance with the method steps recited in clause . 

204. . 

so 

206. At least one article including computer soft- 
ware thereon, wherein the computer software is op- 
erative when executed in a computer of an automat- 
. ed banking machine to operate the machine in ac- 
cordance with the method recited in clause 204. ss 

207. A method of printing a document with an auto- 
mated banking machine, comprising the steps of: 



(a) conducting at least one transaction with the 
machine; 

(b) storing transaction data corresponding to 
the transaction in a memory in operative con- 
nection with a computer, wherein the computer 
is ope rati vety connected with the machine; 

(c) accessing a first HTML document with a 
browser operating in the computer, wherein the 
first HTML document includes at least one print 
instruction; and 

(d) printing indicia corresponding to the trans- 
action data in the memory with a printer in the 
machine responsive to the print instruction in- 
cluded in the first document. 

208.. The method according to clause 207 wherein 
the first HTML document includes instructions 
therein corresponding to a format, and wherein in 
step (d) the indicia is printed in accordance with the 
format 

209. The method according to clause 207 and fur- 
ther comprising the step of: 

inputting customer identifying information to 
the machine, wherein data corresponding to the 
customer identifying information is included in the 
transaction data stored in the storing step. 

210. The method according to clause 209 wherein 
the inputting step includes inputting a card into a 
card reader on the machine, wherein the customer 
identifying information corresponds to indicia read 
by the card reader from the card. 

211 . The method according to clause 207 wherein 
the transaction conducted in step (a) includes the 
dispense of at least one sheet from a sheet dispens- 
er in the machine. 

212. Ah automated banking machine operated in 
accordance with the method recited in clause 207. 

213. A machine operated in accordance with the 
method recited in clause 207. 

214. The method according to clause 207 and fur- 
ther comprising the steps of: 

e) providing a plurality of HTML documents ac- 
cessible through a server, said documents in- 
cluding the first document, and a second doc- 
ument wherein the second document includes 
at least one second print instruction; 

f) accessing the second HTML document with 
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the browser; 

g) printing indicia corresponding to the transac- 
tion data in memory with the printer in the ma- 
chine responsive to the second print instruction 
included in the second document. 

215. The method according to clause 214 wherein " 
the first document includes indicia in a first lan- 
guage and the second document includes indicia in 
a second language, and wherein in step (d) a print- 
ed item including transaction indicia is produced in 
a first language and in step (g) a printed item is pro- ' 
duced including transaction indicia in a second tan-' 
' guage. ' " 



10 



15 



216. The method according to clause 207 wherein 
the first document includes indicia representative of 
machine readable indicia, wherein in step (d) a'" 
printed item is produced including machtne'reada- r 2° 
ble indicia: 



Claims 

1 . Apparatus comprising: 

an ATM host, wherein the ATM host is operative 
to send and receive ATM transaction messag- 
es; and 

an HTTP server in operative connection with a 
database, wherein the database includes con- 
version data, wherein the server is operative re- 
sponsive To an ATM transaction message sent 
; by the ATM host and the conversion data, to 
' ' ■ r egenerate at . least one data object including 
t'si.- t .transaction data 

2. The apparatus according to claim 1 and further 
comprising: 

o a transaction ^ unction device operative to carry 
dlit a transaction function; and 



30 3. 
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217. The method according to clause 207 wherein 
in step (d) the printer is operative to print a transac- 
tion receipt. * 25 

218. The method accessing to clause 207 wiierein 
in step (d) the printer is operative to print a Check, 

219. "The method according to ctause>207 wherein 
in step (d) the printed is operative to print a wagering 
slip. 

220. An automated banking machine including: 

a plurality of transaction function devices, the 
transaction function devices including a printer 
and an input device; 

a computer in operative connection with the 
transaction function devices and* a memory, 
wherein the computer includes software exe- 
cutable therein, wherein the software includes 
a browser, 

*^ • i - , 
wherein the software is operative to cause the 
computer to store in the memory transaction 
data representative of at least one input to an 
input device, and wherein the software- is oper- 
ative to cause the browser to access an HTML 
document including at least one print instruc- 
tion and to operate the printer to print an item 
responsive to the print instruction andthe trans- 
action data. 



4. 



a computer in operative connection with the 
transaction function device, wherein the com- 
. puter is operative to access the data object and 
to operate the transaction function device re- 

> sponsive to the transaction data in the data ob- 

'•: ject> : £icv-;'- 

The apparatus according to claim 2 wherein the 
transaction function device includes a sheet dis- 
penser. 

The apparatus according to claim 1 , 2 or 3 wherein 
the server is operative to pass the data object from 
the server to the computer by remote method invo- 
cation (RMI),.: ^ 



5. The apparatus according to claim 1 , 2, 3 or 4 and 
40"/ -further comprising; 

u . - a transaction function device operative to carry 
- out a.-transactipn function; and 

45 .t ; a computer in .operative connection with the 
. transaction function device, 

. . wherein the computer is operative responsive 
r . to.operation of the transaction function device 
so to.include in the data object modified transac- 

tion data, and wherein the computer is opera- 
tive to deliver the data object including the mod- 
ified transaction data, to the server. 

55 ;6. The' apparatus according to claim 5 wherein the 
server is operative responsive to receipt of the data 
object including the modified transaction data and 
the conversion data, to cause the server to generate 
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a further transaction message to the ATM host. 

7. Apparatus comprising: 

an automated transaction machine, wherein 
the machine includes a customer input device 
and a sheet dispenser, the machine further in- 
cluding a computer in operative connection with 
the customer input device and the sheet dis- 
penser; 

an HTTP server in operative connection with 
the computer; wherein the server is operative 
to receive and transmit HTTP messages, and 
further comprising a data store including con- 
version data in operative connection with the 
server, ... 

a host, wherein the host is in operative connec- 
tion with the server and is operative to send and 
receive non -HTTP transaction messages to the 
server; 



wherein the server is configured to operate the 
HTTP server responsive to receipt of a trans- 
action message from the host and the conver- 
sion data, to generate at least one HTTP trans-/ 
ferable file including transaction datatherein, 
wherein the computer is operative to access the 
file and to operate at least one of the customer, 
input device and the sheet dispenser, respon- 
sive to the transaction data in the file. 



8. The apparatus according to claim 7 wherein the HT- 
TP transferable. file comprises a data object, and 
wherein the server and computer are operative to 
pass the data object to the computer in the transac- 
tion machine. 

9. The apparatus according to claim 7 or 8 wherein the 
computer software is operative responsive to oper- 
ation of the sheet dispenser to include modified 
transaction data in the data object. 

10. The apparatus according to claim 9 wherein the 
computer software is further operative to pass the 
data object including the modified transaction: data 
to the server, and wherein the server is operative 
responsive to the receipt of the data object including . 
the modified transaction data to cause the server to 
send a further transaction message to the host. 
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(a) generating an ATM transaction message 
with an ATM host; and 

(b) generating with a server responsive to the 
- ATM transaction message, at least one HTTP 

transferable file including transaction data 
therein, wherein at least a portion of the trans- 
action data corresponds to the ATM transaction 
message. 

1 3. The method according to claim 1 2 and further com- 
prising the steps of: 

(c) receiving the HTTP transferable file with a 
computer in an ATM; and 

< (d) operating at least one transaction function 
device in the ATM responsive to the transaction 
data in the file, ... 

14. The method according to claim 13, and wherein in 
step (b) the file includes a data object, and step (c) 
includes passing the data object from the server to 
the computer. 

15. The method according to claim 1 4 and further com- 
, ^ prising the steps of ; , 

(e) modifying the transaction data in the data 
object responsive to operation of the transac- 
tion function device; 

(f) passing the data object including the modi- 
fied transaction data from the computer to the 
server; 

.(g) generating a further ATM transaction mes- 
/sage to the ATM host wherein the further mes- 
sage includes at least a portion corresponding 
. to the modified transaction data. 



11. The apparatus according to claim 10 wherein the 
transaction message and further transaction mes- 
sage include 91 x ATM transaction messages. 55 



12. A method comprising the steps of: 
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